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1. Confirm the settings of firewall

Check firewall’s settings.

1.1 ISA Server 2000

Run "ISA Server 2000 mangmenet".

Choose "Access Policy / Protocol Rule”, the two rules of
"netfee_block _users" and "netfee_block _computers™ are added by netfee.

£, IsA Management =10 x|
| 2t =20 ||+ + 6@ (B2
il
I trtornet secuity and ecckrarion 5o =] | CONfigUre Protocol Rules =
=8 Servers and Arrays for NSTAR-FIREWALL
g NSTAR-FIREWALL
= Monitaring Protocol ules detemmine which protocols can be used to communicate with the Interet.
Alerts
(L1 Services
(L] Sessions
2 reports Hame [ Scope [ Description [ Protocol [ Action
- 23 Computer €5 allow_computars Brray AP traffic low
=1 Ef Access Policy L sllow_users array AP traffic Alow
(1 site and Content Rules Cynetfes_block_computers  Array netfes block computers AP traffic Deny
P Rules € netfes_block_users array netfes block users AP traffic Deny
(L1 TP Packet Fikers
= publishing 4] | o

(L) Bandwidth Rules

1l Policy Elements B L
-
[0 Seheduks 3 EiLY
(1 Bandwidth Friorities Create a Protocol Rule  Create a Protocol Rule
(20 Destination Sets for Inteinet Acoess

(L) Client Address Sets
(L1 Protocol Definitions
(L1 Content Groups

Delete a Pratocol Rule Configure & Pratocol
1] Dialup Ertries Rule
Cache Canfiguration L
Maritoring Corfiguration
B F Extensions
(L1 Application Filters -
Pl - _,l_l Help up | Home

=7 : :

Select "netfee_block_computers”,and run "Configure a Protocol Rule".

I

2/

netfee_block_computers Properties

General I Actionl Protocol | Schedule Applies To
Thiz rule applies to:
' Any request

% Client address sets specified below

" Users and groups specifisd below
Applies to requests coming from:

Client Sels | | add,
@ netfee_block_computers

Bemove

Digtails....

[

Exceptions:
Client Sets |
Femove
[etails...
wmE | BmE | mAw |
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Click "Add" button, add "netfee_block _computers" from "Ddefined sets" to
"Include these sets".

Add Client Sets 2=l

Defined zets: Include these setx

Client Sets [ Add > | Client Sets |
@ all_conmputers @ netfee_block_carmputers
< Bemove |
Hew. . |

Ok, Cancel

1.1.1 Admin by user a
If you want to admin in user mode, add Protocol Rule in "Access

Policy/Protocol Rule". Select "Users and groups specified below" in "Applies
To" and add users into list "Applies to request coming from".

allow_users Properties e

General I Actionl Protocel I Schedule Hpplies To

Thiz rule applies ta:
© Apy request
" Client address sets specified below

@ |sers and groups specified below

Applies to requests coming from;

Account |

€7 SOFTWARE \Domain Users
Bemaoyve |

E xceptiohs:
Account | Add...

Femove |

wmE | my | mAw |
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1.1.2 Admin by computers a
If you want to admin in computers mode, add Protocol Rule in "Access
Policy/Protocol Rule". Select "Client address set specified below" in "Applies

To" and add computers into list " Applies to request coming from ".
7| x|

allow_computers Propetties

Lo

General I )\ctionl Protocal I Schedule A#pplies To

Thiz rule applies ta:

A request

& Client address sets specified below

€ Uszers and groups specified below

Applies to requests coming from:

Client Sets | aAdd.
all_computers
Remove |
Details. .. |
Ezceptions:
Client Sets [ Add..
Femove |
Detalz... |

e B | mAw |

1.1.3 Log settings
Select "Monitoring Configuration/Logs".

£uE ISA Management _|._|- jm] ﬁl
| B #Bw ||« » AW BB @ |
w | Component | Figlds
Inkernet Security and Accelaration Sarver %ﬁ Packet: fiters Drefault
=8 servers and Arrays {4 154 Server Firewall service all
=4 NSTAR-FIREWALL i 158 server web Proxy Service Default
i =l E, Monitaring
E Computer
Bl & Access Policy
el 5 Publishing

1 Bandwidth Rules
1 i Policy Elements
t+|- %2 Cache Configuration
el :‘-"j Monitoring Configuration
L] dderts
QEm
-__] Report Jobs
+I--§ Extensions
#1-5d Metwork Configurakion
-2 Chient Configuration
{3k H.323 Gatekespers

Select "ISA Server format" or "W3C extended log file format" as format of Web
Proxy, Firewall and Packet filter.
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15A Server Web Proxy Service Properties 21|
Loz |Fields|

Log storage format:

Format: IISA Server file format d

LCreate a news file: IDaiI-'" j

Mame: WEBDyywwmmdd.log Options... |
 Databaze

ODBC data source [DSM): Idb-]

T able name: |'|' abled

Usze thiz account: I

St Scoount.. |
¥ Enable logging for this service
W= B | EEw |

Follow Fields should be included in Log files
® \Web Proxy Service:
Client
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Client IP
Client user name
Client agent
Date
Time
Destination IP
Destination port
Processing time
Bytes sent
Bytes received
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1.2 ISA Server 2004 (2006) standard edition

1.2.1 Netfee policy a

Run "ISA Server Management", select "Firewall policy". there will have two
rules “netfee_block_users” and “netfee_block _computers”. The two rules
are created by netfee. Refer to Netfee manual "7.1 Connect to

firewall".

@ The two rules must be at the top position of rule list.

£t Internet Security snd Acceleration Server 2004

THE HBER EEW WM

| Microso. £t Internet Security Microsoft™
=g NSTAR-FIREYALL |

E] Moni toring Ac

4 Firewall Policy

Security &
i ngaywerm
Standard Edition

#l2) Virtual Private Netwo

Firewall Policy
4B Confi quration

e o EEE

Firewall Policy

Order = | Hame | Action | Protocels | From / List_. [ To | Condi tien
@1 netfee_block_computers @ Deny a1 Out... Fanetfes bl @ External  PAIL Users
[T netfee block users © Deny LML 0ut... A Internd @ External  Pynetfee bloc

=[1]s allow @ Mlow [ K11 Oue. .. b Tnternal @ External M M11 Authenti
b Local Host
[7] Last Default rule @ Deny LML Tra.. =% A1 Fetwo... <ALl Hetw... A1l Users

=

1.2.2 Remote management a

Netfee can run at local or at remote computer. When Netfee running at
remote computer, need to do some settings to ISA server. Right-click on

“Firewall Policy”, run “Edit System Policy”.

System Folicy Editoer

Configuration Groups General Ime |

&5 Authentication Services
Active Directory
RADIUS
R5A SecurlD
CRL Download

(23 Remote Managernent

L B Vlicrosoft Managemel

Terminal Server
ICMP (Fingy

23 Firewall Client o]

Firewall Client Install

(23] Diagrostic Services

ICMP

‘indows Metworking

Microsoft Error Repo

HTTP Conneckivity v

'3 Logging

¥ Enable

3

privileges.

=3 Metwork Services - X i . . X
DHCP =1 Enabling this configuration group enables system policy rules that
allow remate management of IS& Server from selected computers
DS using MMC. Click the 'From' tab to specify the computers.
NTP

For remote management, you rust assign administr ative

cwen_|

2=
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Run “Remote Management/Microsoft Management Console”, put a tick in
the checkbox in this option to enable it.
In the FROM tab you can specify one or more computers you would like to
be enable Remote Administration from.

System Folicy Editor

Configuration Groups

=]

x|

General From |

55 Mebwork Services

DHCP This rule applies ta traffic from these sources:
DHS
NP 24 Remate Management Computers Add...

5 Authentication Services
Active Directory
RADILS
RSA SecurlD
CRL Download

23 Remote Management

Edit...

i

Remove

[ 3 Microsoft Managems
Terminal Server
ICMP (Fing) Exceptions:
23 Firewal Client — add... |
Firewall Client Install =
{24 Diagnostic Services Edit.., |
ICMP
‘windows Metworking Remaye |

Microsaoft Error Repo
HTTP Conneckivity w
4 Logging =

|

In the "Configuration/General” node choose "Administration Delegation”.
From there you can add or edit your firewall administrators.

ISA Server Administration Delegation Wizard 1'

Delegate Control

Specify the users and groups to which you want to assign
admini strative roles.

Users and groups:

Marie | Rale
NSTAR Ry 154 Server Full Adminiskrator
MSTAR administrator 154 Server Full Adminiskrator
BUILTIM|Administrators 154 Server Full Adminiskrator
Add. .. I Edit. .. | Hemaove |

[ ] R
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1.2.3 Logs
Click on "Monitoring"”, Select "Configure Firewall Logging" and "Configure

Web proxy Logging".

"fii Microsoft Internet Security and Acceleration Server 2004 Bata 2

| action view || &

Tree |

rosoft:

=3 Microsaft Internet Security ar l\“mﬂwﬂi‘rm g NSTAR-FIREWALL
-5 HSTAR-FIREWALL Standard Edtion

] Manitering

Firewal Policy Dashboard Y Alerts Y Sessions Y Services Y Reports Y Connecti

irtual Private Networ | | Fier By | Condiion | walue |

3% Configuration

LogRecord Type  Equiaks Firewall o web Pr i
Logging Tasks

Log Time Live
2 Edit Filer Properties

» Start Query
51, Configure FrenallGoging
[ Configure Web Proxy Logging

[ Configure SMTP Message
Screener Logaing

H [&] Save Filter Properties

To start a new query, dlick Start Query,
To define a filter and start a new query, dlick Edit Filter,

[ Load Filter Properties

Related Tasks

33 Copy Selected Results to
Clipboard
3y Copy All Results to Cipboard

Select "ISA Server file format” or "W3C extended log file format" as the
format of log files of Firewall.

Firewall Logging Froperties ﬂil

Loz |Fielas|

Select log storage Format:

" MSDE database Opkions, ., |

Marne Format: ISALOG_yyyymmdd_FwWS_nnn, mdf
Opkions. .. |
Marne Forrnak: ISALOG yyyymamdd_FWS_nnn.iis
e IISP. Server file Format =]
" 501 database
ODBC data source Idb1
name {DSh:
Table name: |Tablel

Use this account:

I Seb Account, .. |

¥ Enable logging For this service

Far remote logging to a file or SQL Database, in the System Policy Editor,
enable the appropriate Remote Logging configuration groups.

W= mis | mEw |

NetFee Document
©1998-2011 Netstar NetWork Technology Inc



Follow Fields should be included in Log files

® \Web Proxy Service:
Client IP
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Date
Time
Source
Destination
Resulut code
Bytes sent
Bytes received
Connection time
Client user name
Client agent
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1.3 ISA Server 2004 (2006) enterprise edition

1.3.1 Netfee enterprise policy a
In the console tree of ISA Server Management, click on "Enterprise Policies".
there will have a Enterprise Policy that contains two rules
"netfee_block users"” and "netfee_block_computers”. The two rules are
created by netfee. Refer to Netfee manual "5.3.4 Connect to firewall".

@ The two rules must be at the top position of rule list.

B erasait Inte " _iaixi
TEE  WEGR LT
e @R Fxae
netlee_block
L iction | Pratecils {7 T s | Ceaditiin

Exterprize Faliey Enles Applisd Bafors hrray Firswall Faliey

of Mok compaters (@ oy 1) Sgretfuee blo  HguIl Betwor ALY Urers

]2 swtFas block users @ lery UJAN Burhon BRI Wewsr . Hpall Wetsor  Fynetfae bla

Arvay Fivewsll Faliny

hrray Balen H

Esterprize Pelicy Bulax hpplisd After Arrey Firswall Policy

Thast Safenl rule @0y LJasl trattin ALl eresr . dgal Barwer L

B the enterprise policy that contains the two rules should be applied to
firewall array.

In the console tree of ISA Server Management, right-click "array name".
Click "Properties”, on the "Policy Settings", select the enterprise policy that
contains the two rules to apply this array.

nstar-firevall Properties 2l

Fublished Configmration Storaze
Intra-hrray Credentials | Assiem Roles | Customer Feedback
Gener al Folicy Settings Configuration Storaze

- Appliad Enterprise Policy

Selact the enterprise policy that will be applied to this anay

Enterprise palicy.

- The "Default Policy” includes the “Deny All"* enterprise rule
1 only. Access iles for this policy should be defined in the
Aray Firewall Policy.

[~ Amay Firewall Policy Rule Types

Select which types of rules can be created for the array firewall
policy:

W "Deny" access niles

W "Allow" access les

™ Publishing rules ["Deny” and "Allow""]

Help about anay policy

W B || mAe |
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1.3.2 Remote management a

Netfee can run at local or at remote computer. When Netfee running at
remote computer, need to do some settings to ISA server. Right-click on
“Firewall Policy”, run “Edit System Policy”.

System Policy Editor 2 x|
Configuration Groups General I Fram |
3 Netwark Services -

= Enabling this configuration group enables system policy rules that

DHCP
allow remate management of IS4 Server from selected computers

Dhs using MMC, Click the 'From' tab to specify the computers,
MTP

(23 Authentication Services
Active Directory
RADIUS
R5A SecurlD
CRL Dowrload

4 Remote Managemnent

i Managerns

Terminal Server  — [ Enable

ICMP (Ping)

3 Firewall Client

Firewall Client Install

24 Diagnestic Services \E) For remote management, you must assign administrative
jlai g privileges.
‘Windows Networking

Microsaft Errar Repa
HTTP Connechivity v
3 Logging =l

x|

Run “Remote Management/Microsoft Management Console”, put a tick in
the checkbox in this option to enable it.

In the FROM tab you can specify one or more computers you would like to
be enable Remote Administration from.

System Policy Editor

Configuration Graups

=]

x|

General From I

3 Netwark Services

|»

DHCP This rule applies ta traffic From these sources:
DNS =
TP S4 Array Servers Add..,

£ Authentication Services f‘:aEnterprise Remote Management Computers
active Directory Remote Management Computers Edit. . |
RADIUS Remove |
R5A SecurlD
CRL Dowrload

4 Remote Managemnent
% Microsoft Manageme
Terminal Server =
ICMP (Ping) Exceptions:
3 Firewall Client
Firewall Client Install
24 Diagnostic Services
1P
‘Windows Networking
Microsaft Errar Repa
HTTP Connechivity v
3 Logging B

Add,

Edit. ..

Lk

Remaye

x|
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1.3.3 Logs

Click on "Monitoring"”, Select "Configure Firewall Logging" and "Configure
Web proxy Logging".

B N crosoft Internct Security and Acceleration Server 2006 E
THE BEw HFEw BB ‘
& | |2 a2

[ Microsoft Internet Security and
5§ Enterprise

% Enterprise Policies

4 Enterprise Netuworks

nerprise Edition

3 Enterprise Add-ins (i) Click here to learn about the Customer Experience Improvement Program.
-] krrays
= %&ﬁ’flrewﬂl Dashboard Y alerts Y Sessions Y Services Cnnf\guralmny Reports y Connectivity Verifie}
i Moni toring
- F Firewsll Felicy fstar Filter B | Condition | ¥alue ] 4
") Virtual Private Networ!| Log Record Type Equals Firevall or # .
519 Configuration Logging Tasks
Log Time Live
B " - = 2 Edit Fiter

b Start Query

To start a new query, click Start Query, Configure Frewal Logain
Ta define  filter and start a new query, dick Edit Fiter. ' Config aging

f Configure iWieh Praxy Logaing
H (&) Export Fiter Defiritions

(3) Import Filter Definitions

Related Tasks

(3 Copy Selected Results to
Clipboard

123 Copy All Results to Cliphoard

T i

0 items (Juery is dene)

Select "ISA Server file format” or "W3C extended log file format" as the
format of log files of Firewall.

Loz |Fielas|

Log storage Format:

" MSDE Database

Mame: ISALOG_yywyymmdd_FwS_nnn.mdf OpHiOns. .. |
' 5QL Database Options, . |

o

Formak:

IISA Server file format J

ame: ISALOG_yyyymmdd_FiWS_nnn.iis options. .. |

V¥ Enable logging For this service

IF you are logging to a remote file or SQL database using a non-default
port, in the System Policy Editor, enable the appropriate Remote Logging
configuration groups,

i miE | A |
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Follow Fields should be included in Log files

® \Web Proxy Service:
Client IP
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Date
Time
Source
Destination
Resulut code
Bytes sent
Bytes received
Connection time
Client user name
Client agent

NetFee Document
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1.4 TMG Server 2010 standard edition

1.4.1 Netfee policy a

Run "TMG Server Management”, select "Firewall policy". there will have two
rules “netfee_block_users” and “netfee_block _computers”. The two rules
are created by netfee. Refer to "7.1 Connect to firewall".

@ The two rules must be at the top position of rule list.

= Forefront THG

3 =10l x|
Fie Action View Help ‘
€S FPIEERPOE 8T & |
|3 Microsoft Forefront Threat Manageme et
e ikcrosoh Firewall Poli
= (g Forefront TG (nstar-tma) ) Fé?efront' irewall Policy
EH] Dastioard Threat Management Gateway 2010 Standard
& Monitoring ;
15} Foem R / Al Firewall Policy
i Wieb Access Palicy
1 E-mail Policy | search.. 2] Examples
P Intrusion Prevention System o
-l N W Order | Name | Action | Protocols |.From {Listener |.Tc
& Networking [ netfee_block_computers & peny 14 Al Outbound ... 24 netfes_block... = All Netn|
EE [2]2 netfee_block_users Deny 103 Al ou v e, Al Netw ., All Netw
[ System thee_block 1.} All Outbound All Networks Al
{4 Logs &Reports - &
5 Updste Center =[@3 allow & Miow I il outbound ... < Internal @ Extermal
- Troubleshoating i, Local Host
8] Last Defaultrule & peny 15 Al Traffic < Al Networks (... =i, All Netw
4 i K | |
Done [

1.4.2 Remote management a

Netfee can run at local or at remote computer. When Netfee running at
remote computer, need to do some settings to TMG server. Click on
“Firewall Policy”, run “Edit System Policy”.

System Policy Editor 5[

Configuration Groups

General Ime i
£5 Network Services

DHCP Enabling this configuration group enables system policy rules that
allow remote management of Forefront TMG from selected computers

DS using MMC. Click the 'From' tab to spedfy the computers.

NTP

£5 Authentication Services
Active Directory
RADIUS
RS5A SecurID
CRL Download

£5 Remote Management

Microsoft Managems

Terminal Server [¥ Enable this canfiguration group
Web Management
ICMP {Ping)
5 Diagnostic Services
ICMP ey
5 . For remote management, you must assign administrative
Windows Metworking WY privileges.
Microsoft Error Repo

HTTP Connectivity w

Logging b
4 L3

care
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Run “Remote Management/Microsoft Management Console”, put a tick in

the checkbox in

this option to enable it.

In the FROM tab you can specify one or more computers you would like to
be enable Remote Administration from.

System Policy Editor

Configuration Groups

Metwork Services -
DHCP
DNS
NTP

29 Authentication Services
Active Directory
RADIUS
R5A SecurlD
CRL Download

£ Remote Management

% Microsoft Manageme

Terminal Server
Web Management
ICMP (Ping)

23 Diagnostic Services
ICMP
Windows Networking
Microsoft Error Repo
HTTP Connectivity w

Logging ¥
4 *

General From
This rule applies to traffic from these sources:

23 Array Servers dd
‘_‘:3 Enterprise Remote Management Computers

55 Remote Management Computers Edt.

Exceptions:

Ad

Edit;,.:

il

Remove

Remove

I

[ o | concd |

1.4.3 Logs

Click on "Logs & Report", Select "Logging"” and "Configure Web proxy

Logging".

—
No query results are currently in the log view. .

| — ]

5 Configure Frewal Logging

' Configure Wieb Proxy
Logging

5 Configure Log Queus

Related Tasks

@ Viewlog Status

A Define Log Text Colors
& SaveFilter Definitons
[£5 Load Filter Definitions
B3 Copy Selected Results to

B Forefront TMG o ] 3]
Fie Acton View Help
&= 2w B
|ZJ Microsoft Forefront Threat Managemer 7
S Micrasafe Logs & Reports
= ‘3%’? TG i) - Forefront
- Mimm::'g Threat Management Gateway z010 Standard
2 Firewall Policy oing
Logging YReportin
Web Access Poiicy idsial / Tasks \(Fep
L EMal Policy Filter By | Conditon | value | ] ]
e~ Intrusion Prevention System | |ogRecord Type  Equals Firewall or Web P... = _
.3 Remote Access Policy (VPN) Logging Tasks
i Networking toTme e L
i system =
/4] Logs &REporEs » StartQuery
S it To start a new query, diick Start Query.
= Tf:xab\a bt To define a fiter and start  new query, dick Edit Fiter,
- g Configure Logging

[0 items (Query is done)

Select "Forefront TMG file format" or "W3C extended log file format" as

the format of log files of Firewall.

NetFee Document
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Firewall Logging Properties : x|

Log | Fields |

Log storage format:

" 501 Server Express Database (on local server)

MName: ISALOG_yyyymmdd_FWS_nnn.mdf Opkions... |
" 50l Database optinns. ., |

% File

Format:

IForeﬁ'ontTMG file format j

MName: ISALOG_yyyymmdd_FWS_nnn.iis Options. .. |

V¥ Enable logaing for this service

If you are logging to a remote file or SQL database using a non-default
port, in the System Policy Editor, enable the appropriate Remote Logging
configuration groups.

OK I Cancel | ARl |

Follow Fields should be included in Log files
® Web Proxy Service:
Client IP
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Date
Time
Source
Destination
Resulut code
Bytes sent
Bytes received
Connection time
Client user name
Client agent

NetFee Document
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1.5 TMG Server 2010 enterprise edition

1.5.1 Netfee enterprise policy a

In the console tree of TMG Server Management, click on "Enterprise
Policies”. there will have a Enterprise Policy that contains two rules
"netfee_block users"” and "netfee_block_computers”. The two rules are
created by netfee. Refer to "7.1 Connect to firewall".

@ The two rules must be at the top position of rule list.

I orefront MG

=2
e Acton vew tep
boadls ] 1ea] 7 evaf [N -, SRS B
| Micrcaalt Fermbrorsd Themat Maragem E—— s D
il Eosrpese Forefront Cosfiguration Stursge Server: astar-
F E3 Enleririve Pubes - . sulsallwaresetieesolbware.com &
E::' Lt Threat Management Gateway 210 nterprise
B4 1) Chick here to learn about the Customer Experienor Improvement Proqram.
. Enterpuise Hetwarks =
«1 Laterpnse ’ - |
= }]Ma_:, e Enterurine Policy Yy |
= T Forefrant THIG (Aray) Order = | tlome | Action | Protnenis | From flssner | Ta | Eon)
—__j S‘;‘:"'::: Enterprise Policy Rules Applied Beiore Array Frevall Palicy

T Frewsl Pobcy 1)1 retfe bok compters (D Deny ) Al Outbeursd .., Sretfes_block.,, gy Al etk (.. S al |
&7 Weh Aoress Pelicy

L Loead pokcy 112 petfee_block_umers EDeny L] Al Outheurd ., <A1 Networks (... <% M Nebworis (.. Fynl |
- gk N AT e el ST S S R T A
Remote Access Poboy (W
. Metwoeking Array Fieevnll Palicy
(3] Syatem
Aa! Logs tReports Ay R =
Lipdate Center
¥ Troubleshootng
Laterprise Policy Hules Applied After Array Hirewall Folicy
1)1 Dot ke @oeny L] A1 Traffe i A etworkes (... gy A Nebwarkes ... $y &
al 1 sl 1 2|
Done

B the enterprise policy that contains the two rules should be applied to
firewall array.

In the console tree of TMG Server Management, right-click "array
name". Click "Properties”, on the "Policy Settings”, select the enterprise
policy that contains the two rules to apply this array.

Array Properties ﬂ
Published Configuration Storage | Intra-Array Credentials |
Assign Roles I Customer Feedback | Telemetry Reporting Service I
General Policy Settings | Configuration Storage

—Applied Enterprise Policy

Select the enterprize policy that will be applied to thiz array:

Enterprise policy:

e The "Default Policy” indudes the "Deny All" enterprise rule
|0 only. Access rules for this policy should be defined in the
S Array Firewall Policy.

~Array Firewall Policy Rule Types

Select which types of rules can be areated for the array firewall
policy:

¥ "Deny” access rules

¥ “Allow™ access rules

¥ Publishing rules ("Deny” and "Alow")

Help about array policy

QK I Cancel Apply
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1.5.2 Remote management a

Netfee can run at local or at remote computer. When Netfee running at

remote computer, need to do some settings to ISA server. Click on “Firewall
Policy”, run “Edit System Policy”.

x|
Configuration Groups General I T |
4 Network Services - e " 5
DHCP Enabling this configuration group enables system policy rules that
Eie allow remote management of Forefront TMG from selected computers

using MMC. Click the ‘From’ tab to specify the computers.
NTP

(3 Authentication Services
Active Directory
RADIUS
RSA SecurlD
CRL Download

£3 Remote Management
Microsoft Managems)
Terminal Server ¥ Enable this configuration group
Web Management
ICMP (Ping)

(23] Diagnostic Services

e

cMP 0 For remote management, you must assign administrative
Windows Networking ¥ privileges.

Microsoft Error Repo

HTTP Connectivity v

Logging s’
4 13

[oe | e |

Run “Remote Management/Microsoft Management Console”, put a tick in
the checkbox in this option to enable it.

In the FROM tab you can specify one or more computers you would like to
be enable Remote Administration from.

System Policy Editor __ : = 5 x|
Configuration Groups General From
£3 Network Services = This rule applies to traffic from these sources:
DHCP
DNS
Fed =4 Array Servers Add... |
= 5
$ : =4 Enterprise Remote Management Computers

(3 Authentication Services i e = Edt.,
Active Directory 54 Remote Management Computers |
RADIUS Remove |
R5A SecurlD
CRL Download

& Remote Management
% Microsoft Manageme
Terminal Server

‘Web Management Exceptions:

1CMP (Fing) Add... |
23 Diagnostic Services

ICMP Edit |

Windows Networking

Microsoft Error Repo Remave: |

HTTP Connectivity v

Logging nal
4 »

[ oe | e |
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1.5.3 Logs

Click on "Logs & Report", Select "Logging"” and "Configure Web proxy

Logging".

ST I No query results are currently in the log view. .

[ system
i epo
£ Update Center
- § Troubleshooting

cports

| ——— ]

B Forefront THG = ] o9
Fe Acton View Help
e AmEMEE[r TdZ#ALRD
55 Mrosoft Forefront Threat Managem [ - ek,
=) B Enterprise " Forefront Configuration Storage Server: nstar- Reports
& B Enterprce Polcies " Threat Management Gateway 2010 *%*°F™" = i
% Defalt Poiicy 9 y Enterprise
L4 netfee_block (i) dick here to learn about the Customer Experience Improvement Program.
. Enterprise Networks
=3 Enterprise Add-ns < -
Logqing Y Reportn
= 3 Arrays 2
= 2 Forefront TMG (Array) Filter By | Condition | value |
E] Dashboard L
ogRecord Type  Equals Firewall or Web P... 5
2] Monitoring == Logging Tasks
&2 Firewall Palicy To start a new query, dlick Start Query. 5 Edit Fiter
Web Access Policy To define a filter and start a new query, dick Edit Filter, =
&5 EMail Palicy ) Start Query
“F Intrusion Prevention Sysi
 Remote Access Pol 5
) Remote Access Policy (VF Coniiqure Logging

[ Configure Firewzl Logaing

[ Configure WWeb Proxy
Logaing

[ Configure Log QueLe

Related Tasks
R ViewLog Status

0 items (Query is done)

Select "Forefront TMG file format" or "W3C extended log file format" as

the format of log files of Firewall.

Firewall Logging Properties x|

Log |Fvelds |
Log storage format:

€ 501 Server Express Database (on local server)

Name: ISALOG_yyyymmdd_FWS_nnn.mdf Cptions. .. |
" 501 Database Cptions, . |

" File
Format:

IForeﬁontTMG file format j

Name: ISALOG _yyyymmdd_FWS_nnn.iis Options. .. |

[V Enable logging for this service

If you are logging to a remate file or SQL database using a non-default
port, in the System Policy Editor, enable the appropriate Remote Logging
configuration groups.

oK I Cancel Apply
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Follow Fields should be included in Log files

® \Web Proxy Service:
Client IP
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Date
Time
Source
Destination
Resulut code
Bytes sent
Bytes received
Connection time
Client user name
Client agent
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1.6 WinRoute 6.0

At "Admistration console”, select "Configuration/Traffic policy".

Ls. fa =101 x]
|| AID| Traffic Policy
| ame Sowrca | Bastination Bervice Aetian | Log | Tramdstin
B ICHF trafiie 0| Firewald e hny 8, Ping "3
R =T = Tntarsat Gwr | D [ o
% Lacal
[T On Beiad B Local Traific = T = Dial-ls o ey ¥
LaRouting Tbls i Pirenall i) Firamall
|- (A Legas & Marts = Lacal = focal
A bvasead g na s ¥PN cliants iy VPR lianta
5_'::':' o Srvnrs B Firwwald Trafiie ({0 Furewall [ Latarmat @ Ay v
T L B Servicn Eario W0 C]7% Tnturnat () Firawall B Kerio v [ | |
B zaane = @) Piranall ¥ Tdaat _; =
Delwalt rale | e ey & hay [ Aoy ®
;a..: 1l | g ]
2 it | e | et |
o hetp
&) serurity - o .
ning B | |
[ %3 Karas Viskeuts Firewall [ Configuratian / Traffie Foliey | %) localhest:$4333 | 0 Adain | = Eesiy il

Edit each rules,run "Log matching connections" to produce logs.

™

¢ [ Loz matching packets!

£| [+ Log matching connections

0K Cancel

At "Admistration console”,Select "Configuration / Logs& Alerts / Logs
settings".

[&] Logs & Alerts

Lo iliog | Marta astting |

[iiim Teman
Nl On Desnd
fabeuting Table ¥ day, 100 fi
Alie & Mt
A Rbvanead Opt i ena
aey dap, 199 1

o ==

Ta Bervs Feslents Pirmadl J Conluguration § Los & khorts | ®] Josabont 80330 | 1 dbein | 9 Bondr
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Edit "Connection" settings. Select "Enable logging to file", and fill "File
name" with "connection”. Set "Rotation/Rotate regularly"” to "Every day".

File Logging

External Logzing |

— Zeneral
¥ Enable logzing to file!

File name: |conmection

—Rotation

¥ Rotate regularly

{~ Every hour

(% Every day

i~ Every week

(= Evary month

[~ Rotate when file exceeds size

Max. log file =size: |1 = IE.

Eeep at maost IIDU 3: log filel(s).

()8 I Cancel

Edit "Http" settings. Select "Enable logging to file", and fill "File name" with
"http". Set "Rotation/Rotate regularly" to "Every day".

File Logzing

External Logging I

— General
v Enable logzing to file!

File name: Ihttp

—Rotation
¥ Rotate regularly
" Every hour

(% Every day

(™ Every week

{~ Everwy month

[~ Ratate when file excesds =ire

-

Max. log file =size: |1 = EE.

Keep at most IIDD 3: log file(=).

0K I Cancel
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1.7 WinProxy 5.1

Run "File / Settings / Logging"”,select "Enable detailed loging".

nProxy Settings

Site Restrictions |  Anti-Viras |  Email Filtering |  Antispan
General I Frotocols | Users I Cache Logging

Thiz tab allows wou to configure the logging features in WinProxy. There are
two types of logs, the activity log and the detailed log.

The activity log provides human readable logging information which can be
displayed on any workstation. This log is designed to be directly legible by
people and can be wiewed on any computer on the internal networlk

The detailed log prowides a computer readable log file for each day. This log
iz designed to be read by computer zoftware designed to analyze these logs.
Each connection to WinProxy is logzed to this file including details on the

[~ Enable actiwity logging. (use Froxy:

Logging Fort: |snnn Typically
Logging IF IIZT.U.U. 1

[¥ Enable detailed loge

5 To Fil [ Remote (Comnlog) [ |
Log file ID:\Program Files'Ositis Software‘WinProxy Browse |
Delete old logs IU Days. (Enter O to newer delete

HOTE: If detailed loggzing to file is enabled, WinProxy will not permit
connections if it iz unable to open or write to the logzing file. It iz a
good idea to use a local driwe with plenty of available disk space.

x|
|

W i [z ) bt
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2. Installation

2.1 Install ISA(TMG) server Management E |

Netfee can run at local or at remote computer. When Netfee running at
remote computer, need to install ISA(TMG) server Management at the
computer running netfee.

Firstly you shuold configure firewall for remote administration. Refer to
"4.2.2 (4.3.2) Remote management".

Then can install "ISA(TMG) server Management” onto the computer to
netfee. To do this we use the ISA(TMG) Server CD. Just run the setup the
usual way on the local computer, however, when you get to the menu
options you should choose "Custom Setup"”. In the Custom Setup you
should choose only the ISA(TMG) Server Management and hit "Next". The
necessary files will be installed and you will be on your way to remote
admin.

2.2 Install SQL server express

If want to save data to SQL server express, must install "SQL server
express"”. Can download "SQL server express" from mictosoft website..

@ For 64-bits netfee, must install "'SQL server express™.

2.3 Install Excel

If want to output in excel, must install Excel.

2.4 Install Netfee

Run Netfee.exe in install disk
First License agreement appears, if you accept the clauses listed in it, click
"Yes", otherwise, click "No", exit.
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NetFee Setup 5'

MetFee License ‘t A

Read the License carefully.

NeFes 3.8 LICENSE j

Flease read it canefully, you can use this software if and only if pou agree any
clausze following

1. All copyrights to Metfee are exclusively owned by the author - NetStar Inc.

3. Y'ou may not use, copy, emulate, clone, rent, lease, sell, modify, decompile,
dizassemble, otherwize reverse engineer. or transfer the licensed program, or any

subset of the licensed pragram, except as provided for in this agreement. Any such ;I
Do you accept all terms of the License? Print
IF accept.click ves button.if you click Mo, the installation will end.
IristallShield
< Back Yes No |

Then select the install location of NetFee, click “next”
If it is not first time to install netfee, system will query "keep previous users’
information"?

(Question _ ]

P | keep previous users' information?
‘-‘(} if it is version update, seleck o'

Yes | Mo |

If select "Yes", system will keep all previous users information.
If select "No", after finish installation and Start NetFee, run "File/Restore
user information" to restore user information backuped previously.

D if update netfee to a new version, must select “No”.

After installation finished, you can select to run immediately. You also can
run "Start/programs/NetFee/NetFee" for the first use.

When netFee run, an icon will shown at low-right corner of screen.
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2.5 Initial running the system

2.5.1 Connect @
Netfee management connect to netfee service. About netfee service, refer
to Netfee manual "6.1 Netfee service".

Run "File/Connect"”, Connect window appears..

H

[~ COnnect ko server

computer I
* when connect to local computer, fill with blank.
¥ connect using the credentialz of the logged-on user

" connect using other user credentials

USEr fafie I

password I

darmait |

cancel

If Netfee service running on another computer, input address of computer
running netfee service at the "computer".

If Netfee service running on local, leave Blank, or input "." or "Local" at
the "computer".

2.5.2 Register
Run "Help/Register"”, system registry window appears.

x

Register information

User name Il ty

Company Instar

Serial |

Dema I Register

If you want to use DEMO edition of NetFee, Click "DEMO"
If you are a legal user, click "register”, "System register"” window appears.
Input your register information.

@ For DEMO edition, period of validity is 60 days (from installation).
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2.5.3 Netfee service @
Netfee(Enterprise edition) can be run as service.

At "Manage pane” of netfee, click "system”. Then will show status of netfee
service (netfeesrv) at right pane. Right click on it, can "start” or "stop”
netfee service.

systern |

service | status [ logon as

netfeesry started software\administrator

2.5.4 Database
When run netfee, system will connect database automatically. The default
database is data file - netfee.ntf (at “../programe files/netfee”).

@ If the number of users or computers is more than 100, suggest using Sql
server or Sgl server express as database.

(£ T you want to select "SQL server" as database, you should create database
firstly.

Run "Tools/Settings/Databse", fill in the address of SQL server, user
name and password, then click "Create".
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x|

connect to firewall | admnmode | fee calculate | discount time. | default quota |
webaquery | schedue | logs datbase | detaprocess | ouput | intemal P
(=]
=  detafies [netfieenti
=
% SQL server express focal) connect |
" SQL server
~authentication

SEnVEr I

& wfindows integrated authentication

150 sever suthentication

LISES name I
passyord I

corect create

*when database’ changed. need to re-connect database

coes

@ The user to create database must have “Create database” priority to the
SQL server.

After database is created, you can specify another user to connect database.
The user doesn’t have to own the “Create database” priority.

2.5.5 Select admin mode
You can select admin mode to admin users and computers. Refer to "7.2
Admin mode".

Settings
webquery | schedue | logs | datebase | datapocess | ouput |
connect to firewall admin mode | fee calculate | discount time I default quota
¥ user(department]

;- mod

¥ bytes/time quota

[ fee

™ check user's IP 10 minutes

™ computer(group)

il

I7 | Bytesiiime quota

i

Cancsl

2.5.6 Add user/computer
"Add department”, refers to Netfee manual "8.1.1 Add department".
"Add user", refers to Netfee manual "8.2.1 Add user".
"Add group"”, refers to Netfee manual "9.1.1 Add group".
"Add computer", refers to Netfee manual "9.2.1 Add computer"'.
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2.5.7 Connect to firewall B
Netfee can run at local or at remote computer. When Netfee running at

remote computer, need to connect to remote ISA(TMG) server.
Run "Tools/Settings/Connect to firewall".

Settings
webquery | schedue | logs | datebase | dataprocess | ouput |
connect ba firswall | admnmode | feecaluste | discounttme | default quata
% —connect to firewall (or configuration storage server)

computer

* when connect to local computer, fill with blank.

¥ connect using the credentials of the logged-on user

 connect using ather user credentials

USEN MBS
password
damair

CrEate | CampUter ) | create user mle I conhect I

0K Cancsl

Specify name of computer running ISA(TMG) server firewall or
Configuration storage server with computer_name or IP address. Then,
type the user name, password, and domain for the user who will remotely
manage. Refer to Netfee manual "7.1 Connect to firewall".

2.5.8 Log
Run "Tools/Settings/Logs".

Settings
comnectlofiewal | admnmode | feecalculate | discounttme | defautguota |
web quem I schedule logs I database | data process I output

CIRNE
=l

server ype I MS_I542004[2006)_STANDARD

file: format IISA Server file farmat j

log directory | C:5Program Filest\Microsoft 154 ServerlSALogsh

remoye

* when 'server type' changed.netfee should be restarted

0K Cancsl

Select "ISA(TMG) Server file format” or "W3C extended log file
format" as the format of log files of Firewall.
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Then select the location of log file. If system log file is not in the Local
computer, you can find the directory through “network Places”. Or The path
can be specified in the UNC format. for example, “\\ISAserver\ISALogs\".

2.5.9 Schedule

Run "Tools/Settings/Schedule”, confirm "Auto scan data" is selected.

Settings

connect to firewall
web quem

| adminmede |
scheduls | logs

@ ¥ auto fresh data

fresh tin

© atfived time 0z:00

fee

caluate | discounttime | defaultguota |

database |

data process I output

% time interal

minutes

¥ auto scan logs

¥ auto backup

0
IEU seconds
180

minutes

2.5.10 Scan log

" "

Run "Data Process/start Data-scan" to scan log. you can see users

H H " H L1

information at "real-time pane".

start time | name || source addr dest addr | cateqory | protocel | part | applicatior &

11-08-02 16:11:39 software'admini... |192.158.100.10 | stat youku.com |Streaming M. .. | http 80 | msig =
11-08-02 16:11:34 software'admini... |192.168.100.10  119.167.222.15 Unknown http 80 msie
11-08-02 16:11:33 software\admini... 192.168.100.10  www.netfeesoftware.com:... Unknown http 2082 msie
11-08-02 16:11:31 software\admini... | 192.168.100.10 f.youku.com Streaming M... |http 80 msie
11-08-02 16:10:57 software\admini... | 192.168.100.10 free. iting.com |General Ent... |hitp 80 | msie
11-08-02 16:10:34 | software'admini... |192.168.100.10 commentmsg. youku.com |Streaming M. .. | http 80 msie
11-08-02 16:09:34 | software\admini... | 192, 168,100, 10 commentmsg, youku.com |Streaming M. .. | hitp 80 msie
11-08-02 16:07:46 software\admini... | 192.168.100.10 61.55.175.94 Unknown http 80 msie
11-NR-N7 1A:NR-4A] anfhuareladmini 147 168 100 10 atat vl mam Sireamina M htn A/ msie LI

traffichurl trace Ablock requests pmalwareAnish file transfer hwarningh scanming files A output A events/

At the same time, you can see log files being scanned.

file name

size M | progress rate |

\WSTAR-TMG\Logs USALOG_20110802_FWS_000.w3c
\WSTAR-TMG\Logs SALOG_20110802_WEB_000.w3c

Complete

Complete

trafficpurl trace pblock requests pmalwareAnish file transfer b warningh scanning files 4 output A events/

2.5.11 Fresh data
Run "Data Process / Fresh data" (or Ctrl + F5) to save data into
database.

NetFee Document

©1998-2011 Netstar NetWork Technology Inc

30



)] Only after "Fresh data"™ can query information.

@ For the change to user/department quota, only after "Fresh data"
to take effect.

2.5.12 Query

Select the user/computer you want to query, run "Query".

2.5.13 Archive B

Run "File/ZArchive data" to set archive schedule and content. Refer to
Netfee manual "11.7 Data archive".

2.5.14 Event

At "Real-time pane/Event”, can see the system return warning or error

message.

time

| content

11-08-02 19:20:06

1108-02 19:18:25
11-08-02 19:16:36
11-08-02 19:16:30
11-08-02 19:15:29

Enable user ‘software \administrator' to 2011-08-06
Disable user 'software\administrator’ - 500.00(-124.88)M/month

| Netfee server init finished.

Can not find log files! Netfee can only support W3C or Forefront TMG file format. confirm file format and location.
Metfee server init.

| traffic)\url trace)\block requests)\malware)\nis)\file transfer)\warning)\scam\ing files)\output)\events
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