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1. Preface

With the development of the Internet, more and more companies,
associations and schools have connected their intranet with Internet. It
provides an easy way for Communicating with external departments.
However, they have to face many administration problems such as how
to control the time usage, traffic usage and websites visited.

Integrated with popular firewall systems (ISA server,Winroute etc.),
Netfee can do Usage Analysis, Reporting, and Performance management.
It consists of a Analysis module, charge module , reporting module and
webfilter module.

Netfee Analysis the firewall’s log files, then write the result into database.
By querying the database, administrator can monitor the Internet useage
(Bytes, Time, URL etc) of every user (Computer) at realtime. And base
on the usage of Bytes and time, Netfee can calculate the user’s fee to

pay.

And Integrated with Microsoft Active Directory Service, Netfee supports
managing of users and departments fully.

1.1 About manual

In this manual, you can find all information about installation and
maintenance of NetFee.

For latest information about it, please visit:
http://www.NetfeeSoftware.com

1.1.1 Signs
@ “warning”

functions for “Plus” edition.
E functions for “Enterprise” edition.
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2. Principle and Feature

Netfee can scan many kinds of firewall (ISA server, Winroute etc) log files.
By analyzing these log files, netfee can monitor each user’s (computer)
traffic to Internet.

2.1 Principle of System

Diagram of Netfee for ISA server standard edition:

Active directory
service

SIOSN UTHpY

Save datal(f)
—

Database

Query (T)

Update users
status(5)

(g) =1up

Diagram of Netfee for ISA server enterprise edition:

Active directory
service
o

Configuration
slorage server

SIDSN UTHpY

Database

-
T)

Query (7)

(g) =1wp
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Main work flows as follow:

1. Scan files
Scan log files of firewall automatically.

2. Data cache
Put data that has been processed into cache.

3. Fresh Data
Write cached data into database at fixed time or at regular intervals

4. Fetch Users
Can get users information from Active directory server, then add these
users into netfee’s database.

5. Update user status B
Modify user authority in the firwall based on netfee’s limit rules.

6. Save data
Save all processed data and users’ information into database.

7. Query
Query user information from database.

8. Manage users H
Manage user/department, such as add, delete, edit etc.

9. Web query H
User can query information from web.

NetFee Document
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2.2 Network structure

Network structure:

Tnternet

ISA Configuration

ISA server 1 = ISAserver_n
Storage server =

3

Web server Active directory Netfee
server

Netfee can scan and analysis log files from firewall array. the analysis
result can be saved into database. and users can query database from
Web Server.

Not only can Netfee run on firewall, but also can run on other computer to
admin firewall remotely.
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2.3 Product features

2.3.1 Features

1. User(Computer) administration a
Integrated with Microsoft Active Directory Service, netfee can set
different limit to different users (computers). These quotas include
bytes quota, time quota, bytes total quota, time total quota and
expired date limit etc.

2. Support various charge mode a
Can calculate fee by bytes received, bytes total or time used.

3. Run as service B
Can be run without login as service.

4. Support firewall array H
Can monitor multiple firewalls in firewall array.

5. Support many firewall products
Support ISA Server, MS_PROXY, CSM, WinRoute, WinProxy etc.

6. Auto archive B
Can archive automatically. You can query previous information
through querying previous archivement.

. Data Filter
Can setup rules to specify what kind of data can be recorded. For
example: Don’t analyze the recorder with Port be equal 445.

~

8. Real time monitor
Can monitor users’ activity at real time.

9. Trace and sort websites
Can query the information of websites visited by user/computer, and
can sort them by the visited hints, bytes or time used.

10. Display protocols
Display protocols used by users.

11. Display files Transferred.
Displayv files downloaded or uploaded
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12. warn H
Can set up warn rules, when recorders that is accorded with these
rules appeared, send warn message

13. Report service H
Can create report in Excel or HTML format automatically.

14. Web query B
User can query information from web.

15. Bound user with IP address @
Restrict user to use specified IP address.

16. Backup and restore system information
Can backup system information at regular intervals

17. Data Chart
Can display data with by chart.

18. Remote management
Can run at separate computer to manage isa server remotely.

19. Support SQL Server
Can save data into SQL server

20. Cross query
Can query between user and computer.

NetFee Document 12
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2.3.2 The difference among edition of Standard,Plus and Enterprise

standard | Pluslll | Enterpriseld

Support many firewall products

Real time monitor

Trace and sort websites

Display used protocols

Display files Transferred

Backup and restore information

Data Chart

Remote manage

SISISISISISISISIS

Cross query

CSISISISISISIS SIS S

Data Filter

Run as service

Report service

Auto archive

Support SQL Server

Warn

Web query

Bound user with IP address

User(Computer) administration

Support various admin mode

SISISISISISISISISISISISISIS IS IS IS IS S ]S

Support firewall array

WinRoute v

WinProxy v

* Netfee Plus/Enterprise don't support WinRoute and WinProxy.
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3. System requirements

e ISA server(2000/2004/2006). TMG server 2010. MS_Proxy-.
CSM_Proxy. WinProxy5.1. WinRoute6.0
e Windows NT 4.0 (Service Pack 5)
or Windows 2000 Server( Service Pack 2).
or Windows 2003 Server( Service Pack 1).
or Windows 2008 Server.
e Microsoft Data Access Components (MDAC) 2.5
e SQL server 2000/2005 ( for plus and enterprise version )
e Internet Explorer 5.01
e Windows 98/ME/NT 4.0/2000/XP (client)
e Pentium 11l 300 CPU or higher
e 512 MB of RAM
e 1G of free HDD space

NetFee Document
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4. Confirm the settings of firewall

Check firewall’s settings.

4.1 ISA Server 2000

Run "ISA Server 2000 mangmenet"”.

Choose "Access Policy [/ Protocol Rule”, the two rules of
"netfee_block users" and "netfee_block _computers" are added by netfee.

o =10l x|
Bl® |

A Management
| #try =2w || & 5

gl
I rtornet secuity ana receeranion sm | | CONfigure Protocol Rules
B8 Servers and Arrays for NSTAR-FIREWALL
- NSTAR-FIREWALL
@ Monitaring Protocol ules determing which prolocals can be used to communicate with the Interet.
120 Alerts
-+ Services
(00 sessions
3 reports Hame [ Scope [ Desaription [ Protacal [ action
Computer €5 sllow_computers array AP traffic low
& fccess Policy €3 sllow_users Array AP traffic Alow
Site and Content Rules Anetfes_block_computers  Array netfee block computers AlTP traffic Deny
2
Canetfee_block_users Brvay netfee block users AITP traffic Deny
~{_2 TP Packet Fikers
[ Publishing ol | 1

-+ Bandwidkh Rules

i Policy Elements .y .
22 Sehedules 5 EivY
(0 Banduidth Priorities Create a Protocol Rule Create a Protocol Rule
(20 Destination Sets for Inteinet Access

(L) Client Address Sets
(L1 Protocol Definitions
(L1 Content Groups

Delete a Pratocol Rule Configure & Pratocol
1] Dialup Ertries Rule
345 Cache Canfiguration L
155 Monitaring Configuration
B F Extensions
(22 Applicatian Fiters -
M - _,l_l Help up | Home

=7 I

Select "netfee_block_computers”,and run "Configure a Protocol Rule".

netfee_block_computers Properties 21xl

General I Actionl Protocol | Schedule A#pplies To
This rule applies ta:
 Any request

' Client addiess sets specified below

© Users and groups specified below
Applies to requests coming from:

Client Sets |
@ netfee_block_computers

Bemove

Details...

Il b

Exceptions:
Client Sets |
Hemove
[etails...
wE | mE | mRAw |
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Click "Add" button, add "netfee_block computers" from "Ddefined sets"
to "Include these sets".

Add Client Sets 2=l

Defined zets: Include these setx

Client Sets [ Add > | Client Sets |
@ all_computers @ netfee_block_computers
< Hemowe |
Mew... |

Ok Cancel

4.1.1 Admin by user H
If you want to admin in user mode, add Protocol Rule in "Access
Policy/Protocol Rule". Select "Users and groups specified below" in
"Applies To" and add users into list "Applies to request coming from".

allow_users Properties e
General I Actionl Protocel I Schedule Hpplies To

Thiz rule applies ta:
Ay request
" Client address sets specified below

" Users and groups specified below

Applies to requests coming from:

Account |
€7 SOFTWARE \Domain Users

Bemove

E xceptiohs:

Account | Add..

Femove

e | mH | mAw |
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4.1.2 Admin by computers B
If you want to admin in computers mode, add Protocol Rule in "Access
Policy/Protocol Rule"”. Select "Client address set specified below" in
"Applies To" and add computers into list " Applies to request coming from

allow_computers Properties

=

X
General I Actionl Frotocol | Schedule Applies To

Thig rule applies to:

Ay request
@ Client address sets specified below

= Uszerz and groups specified below

Applies to requests coming fram:

Client Sets | Add..
all_computers
Bemaove |
Details.... |
E xceptions:
Clierit Sets [ Add..
Femove |
[retails... |

R mig | ERAw |

4.1.3 Log settings
Select "Monitoring Configuration/Logs".

£ ISA Management

i =TT
| #tw 8w |e» | O@ DB @ |

| Fields

w | Companerit

Internet Security and Acceleration Server
=8 Servers and Arrays
=@ NSTAR-FIREWALL
i @l A8 Moniitoring
_‘4 Computer
el & Access Policy
w1 [ Publishing
1 Bandwidth Rules
] g Policy Elements
- #2 Cache Configuration
=) E'g Monitoring Configur ation
] dderts
&
“-i__] Report Jobs
+|--§ Extensions
#]-5 Metwork Configuration
= Client Configuration
#-[g H.323 Gatekespers

M Packek: fikers
Lﬂi 154 Server Firewall service
Lf 158 Server Web Proxy Service

Default
all
Default

Select "ISA Server format" or "W3C extended log file format" as format of
Web Proxy, Firewall and Packet filter.

B ror Netfee for ISA server enterprise edition, must select "ISA Server format" as

log file format.

17
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1SA Server Web Prory Service Propetties 21|

Loz |Fields|

Lag storage format:

oF
Foimat: I 154 Server file format j
LCreate a new file: IDaiI-"' j
Mame: WEBDyyywmmdd.log Options... |
" Datahaze
ODBC data source [DSM]: Idb-]
Table name: |'|' ablel

Use thiz account: I

St Scoount.. |
¥ Enable logging for this service
B i | mEEw |

Follow Fields should be included in Log files
® \Web Proxy Service:
Client
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Client IP
Client user name
Client agent
Date
Time
Destination IP
Destination port
Processing time
Bytes sent
Bytes received
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4.2 1SA Server 2004 (2006) standard edition

4.2.1 Netfee policy H

Run "ISA Server Management”, select "Firewall policy”. there will have
two rules “netfee_block users” and “netfee_block _computers”. The two
rules are created by netfee. Refer to "7.1 Connect to firewall".

@ The two rules must be at the top position of rule list.

B Microsoft Internet Sacurity and Acceleration Server 2004 i [ 3}
e BEw SEQ B 1
¢ = B @
|3 Microsoft Tnternet Security [NTECTS
&1 (g wsTaR-FIRENALL I Security & Firewall Policy
7 Womi toring ﬁ:nd.aam n Server2004
Firewall Policy
) Virtual Private Netws | /Firewall Policy
B Configuration
& ur Order = | Hame | Action | Protocels | From / List_. [ To | Condi tien
@1 netfee_block_computers @ Deny a1 Out... Fanetfes bl @ External  PAIL Users
[T netfee block users ©Deny LMl out... SInternd @ External P metfee blodl
=[1]s allow @ Mlow M1 Oue.. . SoTnterndl @ External A1 Authent]
b Local Host
[7] Last Default rule @ Deny LML Tra.. =% A1 Fetwo... <ALl Hetw... A1l Users
IR | KL JZEm
B I

4.2.2 Remote management E

Netfee can run at local or at remote computer. When Netfee running at
remote computer, need to do some settings to ISA server. Right-click on
“Firewall Policy”, run “Edit System Policy”.
2|

Configuration Groups General IFrum |

(23 Metwork Services -
DHEP = Enabling this configuration group enables system policy rules that
allow remate management of ISA Server from selected computers
DS using MMC, Click the 'From' tab to specify the computers,
NTP

29 Authentication Services
Active Directory
RADIUS
R34 SecurlD
CRL Dowrload

V¥ Enable

ICMP (Fing)
3 Firewall Client —

Firewall Client Install

. N . .
oF remate management, You must assign administrative

{23 Diagnostic Services 1 F " " " drinistr atf

1P privileges.

‘Windows Networking
Microsoft Error Repa
HTTP Conneckivity v
4 Logging =

|

19
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Run “Remote Management/Microsoft Management Console”, put a tick in
the checkbox in this option to enable it.

In the FROM tab you can specify one or more computers you would like
to be enable Remote Administration from.

System Folicy Editor 2=l
Configuration Groups General From |
23 Mebwark Services =
DHCP This rule applies ta traffic from these sources:
DS

_‘-75 Remote Management Compubers

MTP

9 Authentication Services
Ackive Dirsckory
RADIUS
RSA SecurlD
CRL Download

Edit. .

I

Remove

ICMP (Ping) Exceptions:
23 Firewall Client — add...
Firewall Client Install =
23 Diagnostic Services Edit.,.
ICMP
‘Windows Mebworking Femaye

Microsaft Error Repo
HTTP Conneckivity w
3 Logging d

|

In the "Configuration/General" node choose "Administration Delegation”.
From there you can add or edit your firewall administrators.

ISA Server Administration Delegation Wizard il

Delegate Control

Specify the n=zersz and groupsz to which wou want to assign
administrative roles.

Users and groups:

Mame | Role
MSTAR Ry 154 Server Full Adminiskrator
MSTAR administrator 154 Server Full Adminiskrator
BUILTIM|Administrators 154 Server Full Administrator
Add... I Edit.,. | Remove |

<t—Fe|i-fw>| ®wH |
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4.2.3 Logs

Click on "Monitoring", Select "Configure Firewall Logging" and "Configure
Web proxy Logging".

soft Internet Secul and Acceleration Server 2004 Beta 2

rosoft
e prrermred et Secuitys Monitoring NSTAR-FIREWALL
= =) WSTAR-FIREWALL Standard Edition
*- F] Monitering
Firewall Policy Dashboard Y Alerts Y Sessions Y Services Y Reports Y Connectivity ' Logging ’Tasks \ -
irtual Private Networ | | Fier B | Condiion | Walue |

& configuration Log Record Type  Equaks Firewall or web Pr. i
Logging Tasks

Lag Time Live:
é Edit Filter Properties

» Start Query

ing
¥ Logaing

[ Configure SMTP Message
Screener Logging

H [& save Filter Properties

To start a new query, click Start Query.
To define a filter and start a new query, click Edit Filter,

[ Load Filter Properties

Related Tasks

|43 Copy Selected Results to
Cliphoard
33 Copy &ll Results to Cipboard

Select "ISA Server file format" or "W3C extended log file format" as the
format of log files of Firewall.

@ For Netfee for I1SA server enterprise, must select "ISA Server format" as log file
format. B

Loz |Fields|

Select log storage Format;

" M3DE database Opkions, ., |

Marne Formak: ISALOG_yyyymmdd_FwWS_nnn, mdf
Opkions. .. |
Marne Formatk: ISALOG_yyyymmdd_FW'S_nnn.iis
e IISA Server File Format =]
" 50 database
ODBC data source Idbl
name {DSM):
Table name: ITabIel

Use this account:

I Sel Account, .. |

¥ Enable logging For this service

Far remate logging to a file or SQL Database, in the System Policy Editor,
enable the appropriate Remote Logging configuration groups.

T Rk | wEw |
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Follow Fields should be included in Log files

® \Web Proxy Service:
Client IP
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Date
Time
Source
Destination
Resulut code
Bytes sent
Bytes received
Connection time
Client user name
Client agent
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4.3 1SA Server 2004 (2006) enterprise edition

4.3.1 Netfee enterprise policy H

In the console tree of ISA Server Management, click on "Enterprise

Policies". there will have a Enterprise Policy that contains two rules

"netfee_block users" and "netfee block computers". The two rules are

created by netfee. Refer to "7.1 Connect to firewall".

@ The two rules must be at the top position of rule list.

| detien | Frotoenls | Pros  Biae . |Te | Coaditisn

Futerprize Falicy Bulas hyplied Bafars drray Firewall Palicy

A1 sarfes Mok cosprters (Do I AL Outben . Bnetfee e Sgadl Fewer . FRAIL Ueers

112 satfas Blesk usars Sy HIa sursen . Sgal Wewer. . dpadl Bioser . Bynetes ks
Aeray Farswall Palicy

== hrvay Fades == H

Eaterprize Faliey Enles Applisd Attsr Array Firsvall Faliey

fLast Dafault rule @by LI Traffic gl Newwsr . Sgidl Bevesr . PRl Veers
al ] &

B The enterprise policy that contains the two rules should be applied to
firewall array.

In the console tree of ISA Server Management, right-click "array name".
Click "Properties”, on the "Policy Settings"”, select the enterprise policy
that contains the two rules to apply this array.

nstar—firewall Properties 2lx|

Fublizhed Confimuration Storaze
Intradrrey Credentials | Assign Beles | Customer Feedback
General Policy Settings Configuration Storage

&pplied Enterprise Policy

Enterprise palicy:

Select the enterprise policy that will be applied to this aray:

. The ''Default Policy" includes the "Deny Al enterprise rule
1 only. Access rules for this policy should be defined in the:
Aray Firewal Policy.

policy:

¥ "Deny" access ules

W "tllow access nles

—ray Firewall Policy Rule Types

Select which types of iules can be created far the array firewall

¥ Publishing mules [ 'Deny" and "Allow']

Help about array policy

T BE | EAEm |
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4.3.2 Remote management E |

Netfee can run at local or at remote computer. When Netfee running at
remote computer, need to do some settings to ISA server. Right-click on
“Firewall Policy”, run “Edit System Policy”.

System Policy Editor 2| x|
Configuration Groups General I Fram |
53 Metwork Services -

= Enabling this configuration group enables system policy rules that

DHCP
allows remote management of 154 Server from selected computers

DS using MMC, Click the 'From' tab to specify the computers,
NTP

(23 Authentication Services
Active Directory
RADIUS
RSA SecurlD
CRL Dowrload

4 Remate M, rnent

Managemne

Terminal Server  — [V Enable

ICMP (Ping)

{24 Firewall Client.

Firewall Client Install

53 Diagnostic Services \E) For remoke management, you must assign adminiskr ative
jlai g pivileges,
windows Networking

Micrasoft Error Repa
HTTP Connechivity v
4 Logging hal

el

Run “Remote Management/Microsoft Management Console”, put a tick in
the checkbox in this option to enable it.

In the FROM tab you can specify one or more computers you would like
to be enable Remote Administration from.

System Policy Editor

L
Ix

Configuration Groups

(23] Metwoark Services
DHCP This rule applies to traffic from these sources:
DNS

General From I

WP A Array Servers

active Directory .‘ % nagement Compukers

RADIUS

R34 SecurlD

CRL Download

23 Remote Management

§  Microsoft Manageme
Tetminal Server =
1CMP (Ping) Exceptions:

£9 Authentication Services f‘:aEnterprlse Remote Management Corputers

add...
Edi...

Remove

i

(23 Firewall Client

Firewall Client Install
(23] Diagnostic Services
ICMP

windows Networking
Microsoft Error Repa
HTTP Connechivity v
i3 Logging

Add

Edit. .

|k

Remoyve:

d
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4.3.3 Logs

Click on "Monitoring"”, Select "Configure Firewall Logging™ and "Configure
Web proxy Logging".

TbE BfEw FFw BB®

«~|@B[@@ a4

0 Micresoft Internet Secwrity and
- Enterprise

% Enterprise Policies

Configuration Storage Server: 192.11

©<b Enterprize Hetworks

“+d Enterprise Add-ims (i) Click here to learn about the Customer. i Program.
5] hrraps

E"‘_E nster—firenall e ) i i) el e o ) ) Gt | W
-] Monitoring =
|7 Firevall Folicy (ustar| Filter | Condition | ¥alue ] |
1) Virtual Frivate Networ!| Log Record Type Equals Firewall or W .
3 Configuration : Logging Tasks

Log Time Live
T o o = &) Edit Filter

b Start Query
T start a new query, click Start Query,

4% Configure Firewal Logain:
To define = ier and start s new auery, cick EdicFitr, Eff Confia €2

|5 Configure ‘Wb Proxy Loaging

H (&) Export Filter Defiritions

(3) Import Filter Definitions

Related Tasks

53 Copy Selected Results to
Clipboard
53 Copy All Resuls to Clipboard

KN Bl

0 items (Juery is dene)

Select "ISA Server file format"” or "W3C extended log file format" as the
format of log files of Firewall.

@ For Netfee for ISA server enterprise, must select "ISA Server format" as log file
format. B

Firewall Logging Froperties ﬂﬂ

Loz |rielas|

Log storage Format:

" MSDE Database

Mame: ISALOG_yyyymmdd_FWS_nnn.mdf RS, .. |
” 5L Database OpkEmE, .. |

@

Formak:

IIS.C\ Server file format j

Marne: I38LOG_yyyymmdd_FWS_nnn.iis Options... |

¥ Enable logging for this service

IF you are logging to a remote file or SQL database using a non-default
port, in the System Policy Editor, enable the appropriate Remote Logging
configuration groups.,

T mE | AW |
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Follow Fields should be included in Log files

® \Web Proxy Service:
Client IP
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Date
Time
Source
Destination
Resulut code
Bytes sent
Bytes received
Connection time
Client user name
Client agent
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4.4 WinRoute 6.0

At "Admistration console", select "Configuration/Traffic policy".

A Traffic Policy

| ame | Bastination Bervice Aetian | Log | Tramdstin
B ICHF trafiie e hny i, Ping 4
B = Tntarsat ™ T |2 [ oo
[FAPRIQ On Benind B Local Tratiie (£ Daal-la & Ay ¥z
JaReuting Table ) Firawall
: " % Loeal
A hdvincad Dpricaa s ¥PN cliants oy VEN liants
B Fireradl Trafiie  CO[E0) Firenall 2 Latarnat | by v
|E Bervice Karia VB (|1 Intarnet i) Pirawall i Kario VPN | |
B zaane = @ Firenall ¥ Tdaat _; =
Defwult rule 3| Aay & hay @ Aoy p

al
L) Femere

| ¥g Farae Tinkewts Farewsll / Configuratian / Traffie Faliey | %) lecalhast #4583 | 0} Admin | 5 Eesdy L

Edit each rules,run "Log matching connections" to produce logs.

P

L
¢! [¥ Log matching conmections
)

2l x|

I_EL-:-g matching packets

Cancel

At "Admistration console",Select
settings".

"Configuration / Logs& Alerts / Logs

i @ Logs & Alerts

Logn sottings | Marin wattings |

Lie | | [8ntee 1

o slert

o sl

S il
o Sabag
Waia

ey dan, 10 Bidain)

o wrer

o filtar
o by

y iy
o g

o

arary duy, 190 fidala

a1

o pe | e |

| %3 Taris Niakeuto Fireadd / Confugwation / Log & Marts | %) doeadbont 46330 | [} ddein | By Rady
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Edit "Connection" settings. Select "Enable logging to file", and fill "File
name" with "connection". Set "Rotation/Rotate regularly" to "Every day".

File Logzing

External Loggzing I

—leneral
péEnable logging to file!

File name: |conmection

—Rotation

¥ Rotate regularly
(" Every hour

(" Every day

i~ Every week

{~ Every month

[ Rotate when file exceeds size

=

Mazx. log file =ize: |1 =1 EE.

Eeep at most IIDU 3: log file(s).

Edit "Http" settings. Select "Enable logging to file", and fill "File name"
with "http". Set "Rotation/Rotate regularly" to "Every day".

File Logzing

External Logging I

— General

¥ iEnable logging to file!

File name: Ihttp

—BRotation

[¥ Rotate regularly

{ Every hour

% Every day

" Ewery week

(" Ewvery month

[ Rotate when file exceeds =ize

Naze. log file size: |1 = ¥E.

Keep at most IIEIEI 3: log filel(=).

OE I Cancel
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4.5 WinProxy 5.1

Run "File / Settings / Logging",select "Enable detailed loging".

TinFroxy Settings x|

Site Restrictions I Anti-Virus | Email Filtering | Antispam |
Gemeral |  Protecols | Users |  Cache Logging

This tab allows you to configure the logging features in WinFroxy. There are
two types of logs, the actiwity log and the detailed log.

The activity log provides human readable logging information which can be
displayed on any workstation. This log is designed to be directly lagible by
people and can be viewed on any computer on the internal network

The detailed log provides a computer readable log file for each day. This log
is designed to be read by computer softwsre designed Lo analyze these logs.
Each connection to WinProxy is logged to this file including details on the

[~ Enable activity logging (use Proxy!

Logging Port: IBDDD Typically
Logging IF IIZT.U.U. 1

[¥ Enable detailed loge

{* To Fil {~ Remote (ConnLog) Advanced Fomatting I
Log file ID:\Prugram Files'Ositis Software‘WinProxy Browse |
Delete old logs IEI Days. (Enter O to newer delete

HOTE: If detailed logging to file 1s enabled, WinProxy will not permit
connections if it is unable to open or write to the logging file. It is a
good idea to use a local driwe with plenty of awailable disk space.

T BE | mAw | = |
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5. Installation

5.1 Install 1SA server Management a3

Netfee can run at local or at remote computer. When Netfee running at
remote computer, need to install ISA server Management at the computer
running netfee.

Firstly you shuold configure firewall for remote administration. Refer to
"4.2.2 (4.3.2) Remote management".

Then can install "ISA server Management"” onto the computer to netfee.
To do this we use the ISA Server CD. Just run the setup the usual way on
the local computer, however, when you get to the menu options you
should choose "Custom Setup"”. In the Custom Setup you should choose
only the ISA Server Management and hit "Next". The necessary files will
be installed and you will be on your way to remote admin.

5.2 Install Netfee

Run Netfee.exe in install disk
First License agreement appears, if you accept the clauses listed in it, click
"Yes", otherwise, click "No", exit.

x|
% Read the Licenze carefully,
IMeFee 35 LICENSE -
Flease read it carsfully, vou can use this software if and only if you agree any
clause following,

1. All copyrights to Netfee are exclusively owned by the authar - MetStar Ine.

3. 'ou may not use, copy, emulate, clone, rent, lease, sell, modify, decompile,
disassemble. otherwise reverse engineer, or transfer the licensed program, or any
subset of the licensed program, except as pravided for i this agreement. &y such
unaLthorized use shall result in immediate and automatic termingtion of this license
and may result in criminal and/or civil prosecution.

4. Netfee is not free software. Anpone may use this software during a test period of LI

Do ypou accept all terms of the License?
If accept.click Yes buttan.if pou click Ma, the installation will end,

< Back Yes Mo I

Then select the install location of NetFee, click “next”
If it is not first time to install netfee, system will query "keep previous
users’ information"?

Quest i

4 keep previous users' information?
‘h‘.'/ if it is wersion update, select ‘Mo’

es o |
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If select "Yes", system will keep all previous users information.
If select "No", after finish installation and Start NetFee, run
"File/Restore user information" to restore user information backuped

previously.
If update netfee to a new version, must select “No”.

After installation finished, you can select to run immediately. You also can
run "Start/programs/NetFee/NetFee" for the first use.

When netFee run, an icon will shown at low-right corner of screen.

31
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5.3 Initial running the system

5.3.1 Connect B
Netfee management connect to netfee service. About netfee service, refer

to "6.1 Netfee service".

Run "File/Connect”, Connect window appears..

x

r— connect to server

COmputer I
* when connect to local computer, fill with blank.
& connect using the credentials of the logged-on user

' conhect using other user credentials

LISET Famme I

passivord I

darmair |

cancel

If Netfee service running on another computer, input address of computer

running netfee service at the "computer".
If Netfee service running on local, leave Blank, or input "." or "Local" at

the "computer".

5.3.2 Register
Run "Help/Register”, system registry window appears.

System register E

— Regizter information

LFEr name I

Company |

Serial I

Register | ok I

If you are a legal user, click "register", "System register" window

appears. Input your register information.

@ For DEMO edition, period of validity is 60 days (from installation).
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5.3.3 Netfee service B

Netfee enterprise edition can be run as service. Netfee service has two
method to logon: Local system and admin account.
Run "File/netfee service", select the method to logon.

5I

—log on

& local zystem

 account

el name I

* domainiusermame

pasaword I

okl

@ When Database is SQL server or Log directory is on another computer
running ISA server, must select to logon as admin account.

5.3.4 Database

When run netfee, system will connect database automatically. The default
database is data file - netfee.ntf (at “../programe files/netfee”).

(£ T you want to select "SQL server” as database, you should create
database firstly. If the number of users or computers is more than 100,
suggest using Sqgl server as database.

Run "Tools/Settings/Databse”, fill in the address of SQL server, user
name and password, then click "Create".

Settings

cornecttofiiewal | adminmode | fescaloulste | discounttine | defaultquots |
web query | schedule | logs database | data process | output I internal IP

% © datafiles  [netfeent

50O server

i~ authentication

SEIVET

% indows intemrated authentication

51 GOL serven authenticatn

WSETFIETE
s

COnHEE! CrEatE;

* when 'database’ changed, need ta re-connect database.

Cancel

@ The user to create database must have “Create database” priority to the
SQL server.
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After database is created, you can specify another user to connect
database. The user doesn’t have to own the “Create database” priority.

5.3.5 Select admin mode
You can select admin mode to admin users and computers. Refer to "7.2

Admin mode".

Settings

webquery | schedue | logs | databsse | dstapocess | ouput |
connect ba firewal admin mods | feecalculate |  discounttime | default quota

5 ¥ userldepartment]

- mod

¥ bytes/time quota
[ fes

™ check user's [P 10 Tinutes

™ computer(group]

(= ol

= | Evtes/tmeigueta

J= | fez

Cancel

5.3.6 Add user/computer
"Add department”, refers to "8.1.1 Add department".

"Add user", refers to "8.2.1 Add user".
"Add group", refers to "9.1.1 Add group".
"Add computer”, refers to "9.2.1 Add computer".

5.3.7 Connect to firewall H
Netfee can run at local or at remote computer. When Netfee running at

remote computer, need to connect to remote ISA server.
Run "Tools/Settings/Connect to firewall".

Settings [ x]
web query | schedule | logs | databaze | data process | outpLt I internal IP |
connect o firswall | adminmode | fescaloulste | discounttme | defaul quota
% ~connect to firewall (or configuration storage server)
computer IW 921631001

= when connect to local computer, fill with blank,

4 connect using the credentials of the logged-on user

' connect using other user credentials

UserHame I
PESSHEH I
Lelelfifz I

GrEate camputEr rile | create user e I connect I

Ok Cancel
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Specify name of computer running ISA server firewall or Configuration
storage server with computer_name or IP address. Then, type the user
name, password, and domain for the user who will remotely manage.
Refer to "7.1 Connect to firewall".

5.3.8 Log
Run "Tools/Settings/Logs".

Settings [ x]
connect to firewall | admin mode | fee calculate | discount time | default quota |
web query | schedule logs database | data process | output I internal IP
—=

server typs | MS_I5A2004(2006)_STANDARD |
file: Format — [154 Server file format =l
log directory | C:4Program Files\Microsoft 154 ServerSalogsh
* when 'server type' changed.netfee should be restarted,
Ok Cancel

Select "ISA Server file format" or "W3C extended log file format" as
the format of log files of Firewall.

@ For Netfee for ISA server enterprise, must select "ISA Server format” as
log file format. B

Then select the location of log file. If system log file is not in the Local
computer, you can find the directory through “network Places”. Or The
path can be specified in the UNC format. for example,
“\\ISAserver\ISALogs\”.
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5.3.9 Schedule
Run "Tools/Settings/Schedule”, confirm "Auto scan data" is selected.

Settings
cornecttofiiewal | adminmode | fescaloulste | discounttine | defaultquots |
web query schedule | logs | database | data process | output I intemal [P

@ ¥ auto fresh data
fresh tim

€ at fied time 0200

£ time interval minutes

0
¥ auto scan logs 60 seconds
|1EU

¥ auto backup mirtes

Cancel

5.3.10 Scan log
Run "Data Process/start Data-scan"” to scan log. you can see users
information at "real-time pane".

skart kime | name | source addr [ dest addr | orotocal | port | anplication | time usecﬂ

06-05-13 17:57:41 adriniskratar 192.168.100.1 v, netfeesoftware, com http 2082 - o0:00;
06-05-13 17:57:33 adrminiskrator 192,168,100,1 i, google, com http a0 - 00:00;
06-05-13 17:56:51 adminiskratar 192,168,100.4 218,30,103.168 pop3 110 SiMmn. &xXe 00:01:
06-05-13 17:56:08 adrminiskrator 192,168,100,1 blog. platinurm.net.cn http a0 - 00:00;
06-05-13 17:54:16 adrniniskrator 192,168,100,1 v, google-analytics.com | http a0 - 00:03;
06-05-13 17:54:14 adriniskratar 192.168.100.1 iy, Fairyf air . com http a0 - oo:01:
06-05-13 17:54:13 adrminiskrator 192,168,100,1 bhbs.chinauniz.net http a0 - 00:02;
05-05-13 17:54:12 administratar 192.166.100.1 v, chinaunix . net http &0 - 00:01: >
Y tratfic >. a4 block requests)\file tmnsfer}x waming >. seanning files >. output #

At the same time, you can see log files being scanned.

file name | size M | progress rate \
[:\Program Files\Microsoft 1S4 Server\ISALogsiISALOG_2. ., 4,93 Complete
[:\Program Files\Microsoft 154 Server\ISALogs\ISALOG_Z... Complete

I\ tratfic }. url trace }. block nequests)\file tmnsfer}. waming }. sealig ks A output #

5.3.11 Fresh data
Run "Data Process / Fresh data" (or F5) to save data into database.

@ Only after "Fresh data' can query information.

@ For the change to user/department quota, only after "Fresh data"
to take effect.
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5.3.12 Query
Select the user/computer you want to query, run "Query".

5.3.13 Archive B
Run "FileZArchive data" to set archive schedule and content. Refer to
"11.6.1 Data archive".

5.3.14 Event
At "Real-time pane/Event”, can see the system return warning or error
message.

time | content AI
09-01-19 19:19:00 | Scan logs.
09-01-19 19:13:48 | Fresh data
09-01-19 19:18:37 Can not find log files! netfee can noly support W3C or ISA serwer file format. confirm file format ..
09-01-19 19:18:37 | Scan logs.
09-01-19 19:18:02 | Wetfee server init finished

09-01-19 19:18:00 Can not connect to ISA server. —
09-01-19 19:15:00 | Netfee zerver init. LI
traffic)\url trace)\block requests)\file transfer)\warning)\scam\ing files)\output)\e\!ents

37 NetFee Document
©1998-2010 Netstar NetWork Technology Inc



6. Overview

Netfee include netfee management and netfee service (£ |

Netfee management can be installed on computer running netfee services,
can also be installed on another computer to remote management netfee

services.

6.1 Netfee service @

Netfee(Enterprise edition) can be run as service.

At "Start” Menu, click "run”.
Right-click on "netfeesrv.exe”, can Start or Stop netfee service.

Input "services.msc” to open "Service” dialog.

6.2 Netfee management

Netfee service can be managed by netfee management. E |

The main window includes four panes: "Menu pane”
"Real-time pane”,

"Query results pane".

%P Hetfoa_[Users—CH-Uzers/zoftwarchadeiniztratoer (softraretadeinictrato
File(F) Edit(E) Inzert(I) Query(@) Data Frocess(D) Teol=(I) Help(H)

=Bl

‘o |||J_| ‘% |‘? |G | B X ||suﬂ‘ware\admlnlslrav & | (@] ‘ ?

£ Vsars
=62 Content

EI {j CH=lsers

i ol guestlZ3

ARy iusr_nst

@ internet us

ar-software

vadministraton
er

f.) Konsultan DTT

2

Lﬂ uzer Q computer :ll nthersl

bytest |rr|e| detail |nfD| urls surll pioby uculsl auphcal\uml files transfer  bites chart |bluck requesll bl I L4

>

=

g

-

: |

a P = Py

start time | name | sowree addr | dest addr | protoesl | port | application | time 1«
03-01-19 00:06:12 | seftware’ad . 192, 165.100. 11 | stat. youlow. com http 80 - oo:o
05-01-19 17:40:47  softwarelad . 192. 16&.100. 11  B5.93.55. 173 pop3 110 msimn. exe oo:o
05-01-19 17:22:56  softwarelad . 192, 16&.100. 11  BS5.93.55. 173 pop3 110 mEiMD. exe oo:0
05-01-19 17:15:85 | software'ad . 192.16&.100. 11 | BB.195. 41.11 unidenti. . 3128 mEMEZE. exe 0o:o—
09-01-19 17:09:21 zoftwarehad. . 192.16&.100. 11 | BB.195. 41.11 unidenti. . 3128 mEMEZE. exe oo:0
09-01-19 1T:07:20 | =zoftwarehad. . 192.16&.100. 11 | B0. 25. 249. 151 http 80 Uplive. EXE oo:0
09-01-19 17:06:55 | softwarehad. . 192.16&.100. 11 | /0. 28. 249. 183 http 80 Uplive. EXE oo:0
09-01-19 17:06:33 | software‘ad 192.1658.100.11 | B1.129.59.72 http 80 Uplive. EXE oo:0
09-01-19 17:05:07 | software‘ad 192.165.100. 11 | 221.204. 24560 http 80 Upl)va EXE DD'DLI

traffiepurl trace

block requests h fils transfer A Warningh seanming files b output p events /.

Ready

[brtes received

i|bytes total: 383:|time: 288149

[fee: 36259.03

2008-12-02008-01-) 2

, "Tree-view pane",
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6.2.1 Menu pane
Main menu includes File, Edit, Insert, Query, Data Process, Tools and
Help.

|F11EIIJ Edit(E) Inzert(I) Cuery(Q) Data Frocesz(D] Tool=(T) Help(H)

Conmect ?
Close

SR OX| ~lea o ?

retfee service

Mrchive Data
Query Archives
[loze Archives-luers

Baclup system infa

Eestore system info

Baclup configure infa

Eestore configure info

Exit ()

6.2.1.1 File

Connect: Connection to system.

Close: Close the connection to system.

Netfee service: Set logon method of netfee service. E |

Archive Data: Archive Data for later query. (£ |

Query Archives: Query archived Data. E |

Close archives-query: Close the connection to archives. a

Backup system information:
Backup system information (e.g. fees,parameters etc.), prevent
important data from losing for accidental breakdown.

Restore system information:
Restore previous backup information when system breakdowns or
be re-installed.

Backup configure info: Backup system configure information.

Restore configure info: Restore system configure information.

Exit

6.2.1.2 Edit

Copy (Ctrl + C): Copy the content selected.

Copy cell (Ctrl + T): Copy the cell selected.

Select All (Ctrl + A): Select all content of query result.
Find(Ctrl + F): Find a keyword form query result.
Find Next(F3): Query repeatedly.

6.2.1.3 Insert

o Add department:
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e Edit department

e Delete department
e Add user

e Edit user

e Delete user

¢ Add unknown users
e Add group

e Edit group

e Delete group

e Add computer

e Edit computer

e Delete computer

¢ Add unknown computers

6.2.1.4 Query
¢ Query: Query information.
e Stop query: Stop query.
e Clear cache: Clear query cache.

6.2.1.5 Data Process

e Start Data-scan: Start to scan log.

e Stop data-scan: Stop scanning log.

¢ Fresh data(F5)
Write cache data into database.

e Re-scan log
When system settings changed or system reinstalled, can re-scan
previous log files.

e Re-calculate B
Re-calculate data when admin mode changed.

e Clear data
Clear data.

e Update users(Ctrl + F5) B
Updates users or computers information with ISA server.

6.2.1.6 Tools
e Settings(Alt + F7): Set system parameters.
« Data filter
Set filter for data process.
e Monitor filter
Set filter for monitor.
e Query filter
Set filter for query.
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Network elements

Can be used in various filter rules settings.

warn B

Specify what type data to be warned.

Synchronize Ad E |

Can synchronize users’ information between netfee and AD.

Create Report: H

Create various report automatically.

6.2.1.7 Help
Information about system help

6.2.1.8 Accelerator Key
Main Accelerator Key as follow.

Accelerator Key

Save User information Ctrl + S
Copy Ctrl + C
Copy cell Ctrl+ T
Select All Ctrl + A
Find Ctrl + F
Find Next F3
Publication Ctrl + W
Update users Ctrl + F5
Fresh data F5

Warn Ctrl + D
Settings Alt + F7
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6.2.2 Tree-view pane

Locate at the upleft side of window. It contain "Users","Computers" and
"Others".

6.2.2.1 Users
Contain all users and deps.

E:I Users
=) Content
B8] OU=software

[ users . computersl rlii othersl

a Department is at "control" status, it's icon is shown as F::)
Department is at "disable" status, it’s icon is shown as >
Department is at "ignore rule" status, it's icon is shown as l&¥ . Refer to
"8.1.3.2 Quota".

User is at "control" status, it’s icon is shown as L £

User is at "disable" status, it’s icon is shown as £

User is at "ignore rule" status, it's icon is shown as € Refer to "8.2.4.2
Quota".

6.2.2.2 Computers
Contain all computers and groups.

& Computers
E@ Content
- OU=software

i users” computers rii othe[sl

a Group is at "control" status, it's icon is shown as F::]
Group is at "disable" status, it’s icon is shown as >
Group is at "ignore rule" status, it's icon is shown as 4# . Refer to "9.1.3.2
Quota".
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Computer is at "control™ status, it’s icon is shown as .
Computer is at "disable" status,s it’s icon is shown as .

Computer is at "ignore rule™ status, it’s icon is shown as Q Refer to
"9.2.4.2 Quota".

6.2.2.3 Others
Contain "application”, "protocol”, "port","file type", "dest addr" etc.

% others

B application

#-{_7] protacol
H-{_7] port
H-{_] file type
-] dest addr

[E ]

i usersl . computers” EJ others

6.2.3 Real-time pane
It's at below part of window. Show real-time information in it.
It contains: "traffic”, "url trace", "block request”, "file transfer”, "warning" ,
"output” and "events".

skark kime | name | source addr | dest addr | protocol | pork | application | Lime usecﬂ

06-05-13 17:57:41 adrministrator 192,168,100.1 v, netfeesoftware, com http 2082 - 00:00;
06-05-13 17:57:33 adrministrator 192,168,100.1 v, google, com http a0 - 00:00;
06-05-13 17:56:51 adrministrator 192,168,100.4 218,30.103, 168 pop3 110 msimn, exe 0o:01:
06-05-13 17:56:08 adrministrator 192,168,100.1 blog. platinum. net.cn http a0 - 00:00;
06-05-13 17:54:16 adrministrator 192,168,100.1 v, google-analytics.com | htkp a0 - 00:03:
06-05-13 17:54:14 adrministrator 192,168,100.1 i, FairyFair, com http a0 - 00:01:
06-05-13 17:54:13 adrministrator 192,168,100.1 bbs. chinaunix.net http a0 - 00:02:
06-05-13 17:54:12 adrministrator 192,168,100.1 i, chinauniz;, net http &0 - 0o:01: ¥
" tratfic >. 1l e Ablock requests)\file tmnsfer}. waming >. scanning files >. output #

6.2.4 Query Results pane
It's at upright side of window, to display the query results.
It contains: "Time/Bytes", "Detail information”, "Bytes chart", "Time
chart", "Url trace", "Url sort", "Protocols","Application","Files transfer",
"Block request”, "Warn","Bytes/time control" and "Fee control".

Byt Tien | Dvwtnd Irds By Chal | Tiens Chant | Ude Trnen | Unke St | Protoncode | Filee Tearnto | Bachs |

ms
"
"

£
=

LT
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7. Configure Netfee

Settings on system.

7.1 Connect to firewall @
Netfee can run at local or at remote computer. When Netfee running at
remote computer, need to connect to remote ISA server.

Settings [ ]

web quen | schedule | logs | database | data process I output I intemal [P I
connect to firewal admin mode I fee calculate I dizcount time I default quota

% — connect to firewall [or configuration storage server]

computer [192168.100.1
* when connect to local computer, fill with Blank.

{* connect using the credentials of the logged-on user

" connect using other user credentials

WEET FIafie: I

pesswaEnd I

damatt I

create computer e | create user rule | connect I

0K Cancel

Computer:
Specify name of computer running ISA server or Configuration
storage server with computer_name or IP address. If the computer is
Local host, specify computer’s name with

, " Or "local"..

® Connect using the credentials of the logged-on user
Administer the remote ISA Server computer, using the credentials of
the user currently logged on.

® Connect using other user credentials
Specify the name of a different user, who will remotely manage the
ISA Server computer. Then, type the user name, password, and
domain for the user who will remotely manage.

Connect: Test to connect ISa server.
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7.1.1 Create user rule
Create "netfee_block users" rule to ISA server.
Click "create user rule" button.

Set "from" - "All Networks (and Local Host)".
Set "to" - "All Networks (and Local Host)".

Create rule to netfee_block |

— hetfee_block_uzers

uzer I netfee_block_uszers j

fram I.f-\ll Metworks [and Local Host) j

to IAII Metwarks [and Local Host) j

¥ | deny ¥ | all time

¥ allifile types ¥ Al protacols

enterprise policy | ireate cancel |

For ISA enterprise server, should click "enterprise policy" button to select
"enterprise policy".

Select enterprise policy x|

enterprize policy InEthB_HDCk |

Click "create" button to create "netfee_ block users" rule to ISA server.

@ "netfee_block users" must be at the top position of rule list. Refer to
"4.2.1 Netfee policy"” or "4.3.1 Netfee enterprise policy".

@ when running at computer admin mode, can not create this rule. Refer to
"7.2 Admin mode ".
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7.1.2 Create computer rule
Create netfee_block_computers rule to ISA server.
Click "create user rule” button.

Set "user" - "All Users".
Set "to" - "All Networks (and Local Host)".

x
r— hetfee_block_computer

user IhIIUsels j

fram Inetfee_block_computers j
to IAIINetworks [and Local Host) j
¥ | deny ¥ | all time
¥ allifile types ¥ Al protacols

enterprise policy | {rreate cancel |

For ISA enterprise server, should click "enterprise policy" button to select
"enterprise policy".

Select enterprise policy x|

enterprize policy InEthB_HDCk |

Click "create" button to create "netfee_ block users" rule to ISA server.

@ "netfee_block computers" must be at the top position of rule list. Refer to
"4.2.1 Netfee policy"” or "4.3.1 Netfee enterprise policy".
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7.2 Admin mode B
Netfee can run at different modes.

Settings E

web quemn I schedule | logz | databage | data process I output I internal [P I
connect to firewal admin mode | fee calculate I dizcount time I default quota

& ¥ user(department]

— mod;

¥ bytesdtime quota

I fee

™ check user's IP I'IU mintes

¥ computer(group)

—mode
¥ bytestime quata

[ fee

Cancel

M User (Department)
M Bytes/Time: Bytes/Time quota mode.

M Fee: Fee limit mode.
Check user’s IP: Check user's IP at regular interval to realize

bounding user with IP address.

M Computer (Group)
M Bytes/Time: Bytes/Time quota mode.

M Fee: Fee limit mode.

@ When "admin mode" changed, must run "Data process/Re-calculcate"

afterwards.
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7.3 Schedule
Can run some tasks according to schedule

Settings [ ]
connect to fireval | adrmin maode I fee calculate I discount time I default quota I
web query schedule | logs | database | data process I output I internal IP

@ V' auto fresh data

fresh tim

 at fived time 02:00

@ time interval riinutes

[EA]
¥ auto scan logs i seconds
180

¥ auto backup minutes

Cancel

M Auto fresh data
Fresh data on time.

© At Fixed time:
Fresh data at the specific time. For example: can let system fresh
data at 2:00 am.

® Time Interval
Fresh at specific interval. For example: can set system fresh data
per 10 minutes.

M Auto scan logs:
Set the frequency of system scanning data. The default settings is
scanning data at every 120 seconds.

M Auto Backup user information
Can backup user information automatically.
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7.4 Fee calculate @
There are three methods to calculate fee - by "Bytes received", by
"Bytes total” or by "Time".

Settings [ ]
web quen I schedule | logs | database | data process I output I intemal [P I
connect to firewal I admin mode fee calculate dizcount time I default quota

I fee prepay apply to all uzers | apply to all computers |

deault uzer's fee rate

' bytes received I'I 3/M

€ bytes tatal |1 4/
 time: I'I 3/

apply to all uzers | apply to all computers

Cancel

M Fee Limit: Select whether to use Fee limit.

© Bytes received: Set Fee rate By "bytes received", the unit is "$/M".

© Bytes total: Set Fee rate By "bytes total", the unit is "$/M".

® Time: Set Fee rate By "Time", the unit is "$/ hour".

Apply to all users: Set all users to have the same fee rate.

Apply tp all computers: Set all computers to have the same fee rate.
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7.5 Discount time BH
Can set discount time to calculate fee.

Settings [ ]

web quen I schedule | logs | database | data process | output I intemal [P I
connect to firewal I admin mode I fee calculate discount time: | default quota

(ﬁ ™ discount

(= clseaurt i

stait time | end lime | Discount |

e IUS:UU b I1?:UU ISD = add | TEMEYE |
I7 =2t sun diseount 0 -

Cancel

M Discount: Select whether to set discount time.

From ... to ... : The start and end time of discount time and discount
rate.

Add: Add discount time.

Remove: Delete discount time.

M Sat , Sun discount: Select whether to set discount rate to Saturday,
Sunday.
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7.6 Web query @

There are four modes of web query: "default", "bytes quota", "time quota",
"fee quota", can select which field to be shown.
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7.7 Logs
Can modify the log file’s format and location.

Settings [ ]
connect to fireval I adrmnin maode I fee calculate I discount time I default quota I
web query I scheduls lags | database | data process I output I internal IP

~log

servertype | MS_I5A2004(2008]_STANDARD |

file farmat I\SA Server file fomat j

log directory | C:Program Files\Microsoft IS4 Serverd SALogsh

_Ilemo\’le

* when 'server type' changed,netfes should be restarted.

0K Cancel

Server Type:
Select firewall system

File format:
Log File format of firewall system.

Log directory:
Select directory of firewall logs files located.
If Netfee is installed on computer which is not running ISA Server,
Just share log directory in ISA Server, then add ISA Server and its
directory. Such as "\\nstar-firewall\ISALogs".

D Only netfee enterprise edition support multi-directories. a3

@ When “Server type” or “Log directory” changed, netfee should be
restarted.
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7.8 Database
Settings about database.

Settings [ ]
connect to fireval I adrmnin maode | fee calculate I discount time I default quota I
web query I scheduls | logs database | data process I output I internal IP

(=]
= * data files |nelfee.ntl

=

50U server

— authentication

SEMHET

% indnws ntearated Euthentisatitn

£ S serven authenfication

USET FaTie: I

passEnd I

COMEnE! | CIEAtE

* when 'database’ changed, need to re-cannect database.

Cancel

© Data file
Save the system data into netfee.ntf file.

® SQL server B
If SQL server has been installed, and you want to save data into it,
select "SQL server". If the number of users or computers is more
than 100, suggest using Sql server as database.

Server: the address of SQL server (e.9.192.168.110.1)

® Windows integrated authentication
Using the credentials of the user currently logged on.

® Sql server authentication
Using the credentials of Sql server.

Administrator: name of administrator.
Password: password of administrator.
Create:
Create database in SQL server.

@ The user to create database must have “Create database” priority to the

SQL server.
After create database, you can specify another user to connect database.

The user doesn't have to own the “Create database” priority.
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7.9 Default quota @
Can set default quota to all users (computers). It includes "Bytes","Time",

"Bytes total ", "Time total" and "Expire date".

Settings [ ]

| database | data process I output | intemal [P |

web quen I schedule | logs
default quota

connect ko firewall I admin mode I fee caloulate I discount time

Q W quata

— optioh
v bytes 1000 IM."mDnth 'I
v time [ IH.a'week 'I

I bytestotal [0 W fom | S/2e/2008 =]
I tmetotal [0 SN T
I~ expire date 9/26/2009 x

apply to all users | apply to all computers |

Apply to all users:
Change quota of all users.

Apply to all computers:
Change quota of all computers.
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7.10 Data process

Do some sets to process data.

Settings [ ]
connect to fireval I adrmnin maode I fee calculate | discount time I default quota I
web query I scheduls | logs | database data process | output I internal IP

ey — option
Wi .
time snippet = 10 seconds
bytes snippet »= 100 bytes
minium stay time 300 seconds
url snippet >= 10 seconds
™ minirnurn time: urit E0 sECOndE
default |

Time snippet :

Only recorder’s time snippet is bigger than this number can be

processed.

Bytes snippet:

Only recorder’'s bytes snippet is bigger than this number can be

processed.

Minumum stay time: The minimum time interval to calculate time used.

Url snippet:

Only recorder’s time snippet is bigger than this number can be

processed as a url.

M minium time unit:

If “minium time unit” set, all analyse results less than “minium time
unit” would be calculated as “minium time unit’

55

NetFee Document
©1998-2010 Netstar NetWork Technology Inc



7.11 Output
Settings about output.

Settings n
connect to fireval I admin mode I fee calculate I discount time | default quota I
web quen I schedule | logs | database | data process autput intemnal [P

soit

url Ihytes received T (e IhU
application IVisit -
pratacal m

™ Excel output with format [Excel must be installed]

Cancel

Sort: Can select sort mode of url, application or protocol.

Recorders: Set the max recorders of urls sort.

M Excel output with format: The Excel output will have format
information. To take effect, Excel must be installed
in the computer.

7.12 Internal IP
Can set Internal IP range.

connect to firewall | admin mode | fee calculate I digcount time I default quota |
web quemny I schedule | logs I database I data process | output intemal IP
é‘ IP fddn
= start addr | end addr I
192168.100.1 192.168.100.200
edit |
Temove |
0k | Cancel |

@ When the source IP address appears outside IP, you need to set the
internal IP range. Otherwise, do not need to set up.
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8. User/department Administration

Netfee can admin user through department-user mode. A user belong to
department, and department contain some users. Not only can netfee
admin each user, but also can admin some users through department.

8.1 Department Administration

Can divide users into different departments in order to manage and
control users easily. In that case, we can limit some users’ right through
controlling department. And can make different limits for different
department: such as Bytes quota, Time quota, Fee limit etc.

8.1.1 Add Department
Can add ou, group or container in AD as department to netfee.

Run "Add depmartment"

x
— profile
name I
4D path |
remark, I
bravze | add I cancel |

Click on "browse" button, select ou, group or container in AD.

Browse containers ﬂ

Select folder to browse

= @ All directony
=+ DC=nstarDC=local

(23] DU=Domain Controllers

{Z] CN=ForeignSecuityPrincipals
{£5] OU=netwaork

[H-{Z7] CN=Program Data

(€3] OU=software

(-2 CN=System

D Ch=llzers

cancel |

Click "browse™" button to add department to netfee.
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8.1.2 Delete department
Can delete department.

8.1.3 Edit department
Right-click on the department, can configure it.

8.1.3.1 Profile
Modify department properties including name, remark etc..

Edit department - [DU=software] x|

Dfol|9| quota I fee prepayl fee ratel default quntal status I
& — profile

ads ype |0u

name ID U=software

ads path ID U=software DC=nstar, DC=local

remark. ID U=software

I” | Enable

Cancel |

Name: Department name.

ADS type: The type of unit in AD as department.

ADS path: The path of unit in AD as department.

Remark: Other information about department

M Enable: Sign of department current status
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8.1.3.2 Quota H
System can set different quota for different departments. It includes
"Bytes","Time", "Bytes total ", "Time total" and "Expire date".

Edit department - [CN=Users] E
profile  quata Ifee prepayl fee ratel default quntal status I
Q W quota
— optiar:
¥ bytes [1000 |Mrday =]
¥ time [500 [Heday =]

[~ bytes total ID [ Fram |1U.-"31.-"ZUDS R
" time total |D HI i |1n;31xznns ¥
[ ewpiredate  [T075 0000 =

™ Enableflgnore all athers miles] ko I]Z.-"ZD.-"ZEIEIE 'I
ok |

M Quota: Select whether to use follow six ways to set quota of
department.
M Bytes: Can set quota of department’s traffic every month (day,
week).
M Time: Can set quota of department’s time to use Internet every
month (day, week).
M Bytes Total: Can set quota of department’s total traffic
From: set the start time to calculate department’s bytes used.
M Time total: Can set quota of the total time that department uses.
From: set the start time to calculate department’s time used.
M Expire date: Can set the expired date for department.
M Enable(ignore all above rules): Can set at a certain time before,
department are not limit by above rules.

@ And can query information of limit.
Refer to "11.2.4.13 Bytes/Time Control".

@ If set the quota of department’s traffic (or time used) by every day, the
option of "Fresh time" should be "Time Interval®. Refer to "7.3
Schedule".

8

£} For the change to department quota, only after "Fresh data" to
take effect.
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8.1.3.3 Fee prepay a3
Department can prepay certain fee. system will terminate it’s rights if fee
runs out.

Edit department - [internet users] il

profile I quaota  fee prepay |fee ratel default quntal status I

(ﬁ W fee prepay
f

date | fee |
2005-03-25 1000.00
date 3/25/2005 'l fee 1000 subrmit I

0K | Cancel |

M Fee Limit: Select whether to use Fee limit.
Date: The date Fee added.
Fee: Fee to be added
Submit: Add fee
@ And can query information of fee limit. Refer to "11.2.4.14 Fee control”.

@ For the change to fee quota, only after "Fresh data" to take effect.
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8.1.3.4 Fee rate @
Can calculate fee by "Bytes received", "Bytes total" or "Time ".

Edit department - [qqaq] ll

profile I quota I fee prepay  fee rate |defaull quotal status |

2 fee rate
(%' bytes received 0.1 440
 bytes tatal 01 3/M
" time |17 /o

apply to users of the department I

Cancel |

©® Bytes received: Calculate fee by received Bytes.

© Bytes total: Calculate fee by total Bytes.

Bytes total = Bytes received + Bytes sent.

® Time: Calculate fee by time.

Apply to user of the department

Can modify fee rate of all users in a department by default fee rate.
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8.1.3.5 Default quota B

System can set default quota for users in a department. It includes

"Bytes","Time", "Bytes total ", "Time total” and "Expire date".

Edit department - [CN=Users] [ %]

- | T I == DIED‘Wl fee rate  default quata | status |
Q v quota
I~ option:
v hytes |400— 4 day 'l
[ time |5[|[| Hiweek 'l
[ bytes tatal Ig— Tl e W

[ time total IU M Fien I'IEI/31 J2008 'l
[lewpiedate  [{07302008 =]

| apply to users in the department |

oK | Cancel |

Apply to user of the department
Can modify quota of all users in a department by default quota.

@ For the change to default quota, only after "Fresh data" to take

effect.

8.1.3.6 Department status
Can show the recent department status

Edit department - [aa] x|
department informatian I department Limit | fee limit  status
3] [ current statu:
status  |Mormal
et |

Status: Sign of recent department status
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8.2 User Administration

8.2.1 Add user

"find" to find users in all AD.

Can add, delete and set user. And can make different limitations for
special users: such as Bytes, Time, Fee, and IP bound etc. When offended
any limitations, system will terminate users’ authorization automatically.

Can add domain users into netfee.

Select a department, then run "add user”. If the department is a unit in
AD, system will find it automatically. Run "find" to find users in it. If the
department is not a unit in AD, system will position at root directory. Run

x
Scope I Oll=softmare j browze |
name | display name | description
4] | |
add
¥ subdirectomn I~ al cancel

browse:

M subdirectory:

Find users in directory contain all sbbdirectory.

Browse containers

Select folder to browse

x|

E--@ Al directory
E!@ DC=nstar.DC=local
i-+{_7] CM=Computers
“{g8] OU=Domain Contollers
{1 CM=FareignS ecurtyPrincipals
{28 Oll=network
¥ ([ CM=Program Data
Ol=snftware
(-] CN=Gpstem

] CM=Users

cancel

M all: Find all users (contain users that has been added to netfee).

Re-position in AD.
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8.2.2 Add unknown user
After processing data, the system can detect some users existed. and can
find these users and add them to system.

x

uhknowen Lsers

add

cancel |
department I software - l

Unknown user:
The user has been detected by Netfee, but not has been added to
Netfee user list.
Department: The department that the user belong to.
Find: Search the users that have not been added to Netfee.

Add: Add the user to system.

8.2.3 Delete user
Delete user.
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8.2.4 Edit user
Edit some properties of users.

8.2.4.1 Profile
Can set user’s information, including user’s name, display name, domain
name, department, remark and so on.

Edit user - [DU=software,/Administrator] x|

profile |quota I IP I\mitl fee prepayl fee ratel status I

& — profile

uger name Iadministratnr

display name IAdministrator

domain  [NSTAR

department IDU=software j

remak. ||admin

¥ Enatle

Cancel |

User name: The name used to login.

Display name: The full name is alias of a user.

Domain: The domain that user belongs to

Department: The department that user belong to.

Remark: Can add user’s other information.

M Enable: Sign of the user status.
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8.2.4.2 Quota @
System can set different quota for specified users: such as "Bytes ",
"Time", "Bytes total ", "Time total " and "Expire date ".

Edit user - [(N=Users/software' administrator]

profile  quata IIF‘ I\mitl fee prepayl fee ratel status I

Q W quota

r— ophiar:

v bytes |SDD I ¥/ day j

¥ time [0 [Hiweek =]

[ hytes tatal ID Ff e I 72242008 ‘l
[ time total ID— = o Im
[ expire date m

™ Enableflgnore all others niles) ta I 141242009 'I

o |[eoms |

M Quota: Select whether to use follow six ways to set quota of user.
M Bytes: Can set quota of user’s traffic every month (day, week).
M Time: Can set quota of user’s time to use Internet every month
(day, week).
M Bytes Total: Can set quota of user’s total traffic
From: set the start time to calculate user’s bytes used.
M Time total: Can set quota of the total time that user uses.
From: set the start time to calculate user’s time used.
M Expire date: Can set the expired date for user.
M Enable(ignore all above rules): Can set at a certain time before,
user are not limit by above rules.

@ And can query information of limit.
Refer to "11.2.4.13 Bytes/Time Control".

@ If set the quota of user’s traffic (or time used) by every day, the option of
"Fresh time" should be "Time Interval”. Refer to "7.3 Schedule".

@ For change to user quota, only after "Fresh data" to take effect.
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8.2.4.3 IP Limit H
Can restrict users to use specific IP address.

Edit user - [3333333/administrator] x|

profile I quota P Limit |fee prepayl fee ratel status I

% ¥ IP Limited

— option:

15921681001 - 1582.168.100.2

Emove |
remove all |

IPAddi [132.182.100. 1 - [192.188.100. 2

V' auto resume after |1 0 minLtes

ok | Cancel |

M IP limited: Restrict user to use some specific IP address
IP addr: Set the IP sets added to the Limited IP list.

M Automatically resume
When this option is selected, If user’s authorization is terminated for
using illegal IP address, System will regain his authorization in fixed
period (e.g. n minutes) automatically. Otherise, it cannot be resumed
automatically.

Add: Add limited IP sets to the Limited IP list.

Remove: Delete limited IP sets from the Limited IP list.

Remove all: Delete all the limited IP sets.

@ The precondition of the function taking effect is that system must Check
user’s IP at regular interval. Refer to "7.3 Schedule".
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8.2.4.4 Fee prepay H
User can prepay certain fee. system will terminate it’s rights if fee runs

out.

Edit user - [3333333/administrator] x|

profile I quota I IP Limit ~ fee prepay |fee ratel status I

d W lee prepap

fee
date | fee
2004-01-08 -21.60
2004-12-09 0.00
20041211 1000.00
20041212 300.00
20050113 11.00
2005-03-07 933.00
date I 3/28/2008  ~ fee IE‘ submit |

Cancel |

M Fee Limit: Select whether to use Fee limit.
Date: The date Fee added.
Fee: Fee to be added
ww Submit: Add fee
@ And can query information of fee limit. Refer to "11.2.4.14 Fee control".

@ For the change to fee quota, only after "Fresh data" to take effect.
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8.2.4.5 Fee rate H
Can calculate fee by "Bytes received"”, "Bytes total” or "Time .

Edit user - [3333333/administrator] il

profile I guota I IP Limill fee prepay  fee rate I statuz I

(ﬁ fee rate
 bytes ieceived IU-1 $IM
& bytes tatal ID‘I $/M

" time 1| $/hour

Cancel |

© Bytes received: Calculate fee by received Bytes.

© Bytes total: Calculate fee by total Bytes.

® Time: Calculate fee by time.

8.2.4.6 Status
Display user’s recent status

Edit user - [3333333/administrator] il

profile I quota I IF Limitl fes prepayl fes rate  status |

_5] — curent statu:

lazt tirne: |2.-"1 742005
source [P |83 10.15.34

status  |Normal

Cancel |

Last time: Display the last time the user surf at internet.

IP used: Display user’s latest IP address used.

User status: Display user’s recent status.
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9. Computer/Group Administration

Netfee can admin computer through group-computer mode. A computer
belongs to group, and group contains some computers. Not only you can
admin each computer, but also can admin some computers through

group.

9.1 Group Administration

Can divide groups into different groups in order to manage and control
computers easily. And you can make different limitations for special group:
such as Bytes, Time, Fee etc. When offended any limitations, system can
terminate group’s authorization automatically.

9.1.1 Add Group
Can add ou, group or container in AD as group.
Run "Add group”

x
— prafile
name |
ADS path |
remark I
add | cancell

Click on "browse" button, select ou, group or container in AD.

Browse containers x|

Select folder o brovese:

E-@ Al directory
E-@ DC=nsgtar,DC=local
i{{]] CM=Compuiters
i{gg] 0U=Domain Controllers
{_1 CN=ForeignsecurtyPrincipals
(53] Ol =netwoik,

[

-{_]) CM=Program Data
{7 OU=software
12 CM=System

0 CM=lzers

B3

cancel |

Click "browse" button to add group to netfee.
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9.1.2 Delete Group
Can delete group

9.1.3 Edit Group
Right-click on the group, you can configure it.

9.1.3.1 Profile
Modify group properties including name and Remark etc.

Edit group - [OU=software] x|

profile |quota | fee prepayl fee ratel default quotal shatus |

& - prafile

name |DU=software

ads type Inu

ads path |D U=software DC=nstar,D C=local

remark ID U=zoftware

I” | Enable

Cancel |

Name: group name.

ADS type: The type of unit in AD as group.

ADS path: The path of unit in AD as group.

Remark: Can set other information about group.

M Enable: Sign of group current status.
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9.1.3.2 Quota B
Can set different quota for different groups. It includes "Bytes","Time",
"Bytes total ", "Time total" and "Expire date".

profile  quata |fee prepayl fee ratel default quota' status |
Q ~ quota
— optian:
¥ bytes [1000 [mrday =]
[V time [50 [Hedsy =]

[~ bytes total ID Il fram I 1172008 x
[ time total ID HI from I 171742008«
[ end time I 1417/2008 7

I™ Enableflgnore all athers niles) to I 141742009 'I

M Quota: Select whether to use follow six ways to set quota of
groups.
M Bytes: Can set quota of group’s traffic every month (day,
week).
M Time: Can set quota of group’s time to use Internet every
month (day, week).
M Bytes Total: Can set quota of group’s total traffic
From: set the start time to calculate computer’s bytes used.
M Time total: Can set quota of the total time that groupuses.
From: set the start time to calculate group’s time used.
M Expire date: Can set the expired date for group.
M Enable(ignore all above rules): Can set at a certain time before,
group are not limit by above rules.

& And can query information of limit.
Refer to "11.2.4.13 Bytes/Time Control".

@ If set the quota of group’s traffic (or time used) by every day, the option
of "Fresh time" should be "Time Interval". Refer to "7.3 Schedule".

@ For the change to group quota, only after "Fresh data” to take
effect.
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9.1.3.3 Fee prepay H
Group can prepay certain fee. system will terminate it’s rights if fee runs

out.
S|
profile | quata  fee prepay |fee ratel default quota' status |
(ﬁ W lee prepap
rfee
date | fee |
2005-01-07 11.00

date | 30052005 'l fee IEI submit |

cova_|

M Fee Limit: Select whether to use Fee limit.

Date: The date Fee added.

Fee: Fee to be added

Submit: Added fee.

@ And can query information of fee limit. Refer to "11.2.4.14 Fee control”.

@ For the change to fee quota, only after "Fresh data" to take effect.
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9.1.3.4 Fee rate @

Can calculate fee by "Bytes received”, "Bytes total” or "Time "(used).

x|

profile | quota | fee prepay  fee rate | default quota' status |

fee rate
(ﬁ " bytes received |01 /M
1 bytes total 01 M
 time 5 F/haur
apply to computers of the group |

Cacel_|

© Bytes received: calculate fee by received Bytes.

© Bytes total: calculate fee by total Bytes.

Bytes total = Bytes received + Bytes sent.

©® Time: calculate fee by time.

Apply to user of the Group

Can modify fee rate of all computers in the group by default fee rate.
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9.1.3.5 Default quota B
Can set default quota for users in a group. It contains "Bytes","Time",
"Bytes total ", "Time total” and "Expire date".

Edit group - [group1] [ %]

profile | quata | fee prepayl feerate default quota |status |

Q ¥ quota

— optian:
¥ bytes [1000 [mrday =]
¥ time [50 [Hedsy =]

[~ bytes total IU kAl e I 141742003 ‘I
" time total |D Bl o | 141742009 v[
I™ expire date | 14172008 >

| apply to computers in the group H |

oK | Cancel |

Apply to user of the group
Can modify quota of all users in a group by the default quota.

@ For the change to default quota, only after "Fresh data" to take
effect.

9.1.3.6 Status
Display group’s recent status

Edit Group - [as] |

profile | quota | fee prepayl fee ratel default quota  status

:‘,] — current statu

status  [Maomal

Cancel |

Status: Sign of recent group status
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9.2 Computer Administration

Can add, delete and edit computer. And can make different limitations for
special computers: such as Bytes, Time, Fee, and IP bound etc. When
offended any limitations, system can terminate computers’ authorization
automatically.

9.2.1 Add Computer
Add computer to system.

x

name l—
Padar [ . . .
remark. l—

gop [ss 7]

=

name: computer’'s name.

IP addr: computer’s IP address.

Remark: computer’s other information.

Group: computers belong to the group.
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9.2.2 Add unknown computer
After processing data, the system can detect some computers existed.
and can find these computers and add them to system.

x

unknown computer

filber |

add

=N

cancel

group Igrnupﬂ 'I

Unknown comuter:
The computer has been detected by Netfee, but not has been added
to Netfee computer list.

Group: The group the computer belongs to.

Find: Search the computers that have not been added to Netfee user
list.
Add: Add computer.

Filter: Can filter some external IP when find unknown computers.

Internal IP x|

P Addre

start addr | end addr |
132.168.100.1 192.168.100.100

edit |
remove |
add |
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9.2.3 Delete computer
Can delete computer.

9.2.4 Edit computer
Can set some properties of computer.

9.2.4.1 Profile
Can set computer information including name, IP address, group, remark
and so on.

£ Edit Computer - [192.168.100.4,/192.168.100.4] x|

profile Iquota I fee prepayl fee ratel status I

& r— profil

name  [192.168100.4]

1P &ddr |182.188.1DD.4

qroLp I as j

remark. |1 92.168.100.4

¥ | Enable

Cancel |

name: computer’'s name.

IP addr: computer’s IP address.

Group: The group that computer belong to.

Remark: computer’s other information.

M Enable: Sign of the computer status.
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9.2.4.2 Quota @

System can set different quota for different computers. It includes
"Bytes","Time", "Bytes total ", "Time total" and "Expire date".

ZF Edit Computer - [192.168.100.11/192.168.100.11]

profile  Quota |fee prepayl fee ratel status I

Q W quota

— option:

¥ bytes [rooa [Mimorit =]

¥ time [0 [Howeek =]

[ butes total ID b fEm I 1/14/2003 'l
I time total o W fom [ 171872008 7]
I" end time | 1442009

™ Enableflgnore all others niles) to I 141742009 'I

M Quota: Select whether to use follow six ways to set quota of
computers.
©® Bytes: Can set quota of computer’s traffic every month (day,
week).
® Time: Can set quota of computer’s time to use Internet every
month (day, week).
©® Bytes Total: Can set quota of computer’s total traffic
From: set the start time to calculate computer’s bytes used.
® Time total: Can set quota of the total time that computer uses.
From: set the start time to calculate computer’s time used.
® Expire date: Can set the expired date for computer.
M Enable(ignore all above rules): Can set at a certain time before,
computer are not limit by above rules.

@ And can query information of limit.
Refer to "11.2.4.13 Bytes/Time Control".

@ If set the quota of computer’s traffic (or time used) by every day, the
option of "Fresh time"™ should be "Time Interval®. Refer to "7.3
Schedule”.

@ For the change to computer quota, only after "Fresh data' to take
effect.
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9.2.4.3 Fee prepay @
User can prepay certain fee. system will terminate it’s rights if fee runs
out.

#° Edit Computer - [192.168.100.4,/192.168.100.4] |

profile I quaota  fee prepay Ifee ratel status I

(ﬁ ¥ fee prepay
—

date | fee
2005-01-06 10.00
date |3.#25/2DDS - fee IU submit |

Cancel |

M Fee Limit: Select whether to use Fee limit.
Date: The date Fee added.

Fee: Fee to be added

w Submit: Added fee.

@ And can query information of fee limit. Refer to "11.2.4.14 ee control".
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9.2.4.4 Fee rate H
Can calculate fee by "Bytes received", "Bytes total" or "Time ".

#° Edit Computer - [192.168.100.4,/192.168.100.4] |

profile I quota I fee prepay  feerate | status I

fee rak
% bytes received |D1 $/M
" bytes total IU-1 $/H
 time |5 $i/hour

Cancel |

© Bytes received: calculate fee by received Bytes.

© Bytes total: calculate fee by total Bytes.
Bytes total = Bytes received + Bytes sent.

©® Time: calculate fee by time.

9.2.4.5 Status
Display computer’s recent status

#° Edit Computer - [c_1111/192.168.100.4] - |

profile I quota I fee prepayl feerate  status |

.5] i~ cument statu:

last time  |8/25/2005 3:53:13 PM
user Iadm\nistratur

satus  |Normal

Cancel |

Last time: show the last time the computer surf at internet.

User: show the last user who visits Internet from the computer.

Status: show computer’s recent status.
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10. Others administration

Not only Netfee can admin by user/computer, but also can admin by
"Application”,"Protocol”, "Port", "File type" and "Dest addr".

10.1 Application Administration

10.1.1 Add Application
Add application detected by netfee.

10.1.2 Add unknown Application
After processing data, system can detect some applications existed. Then
can find these applications and add them to system.

unknown applications il

unknown applications

add

cancel |

10.1.3 Edit Application
Can modify application’s property.

application x|

name Irealplay.exe
execute file Irealplay.ese

remark, Ireal
(1]4 I cancel |

10.1.4 Delete Application
Can delete an application.

10.1.5 Delete all Applications
Can delete all applications from system once time.
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10.2 Protocol Administration

10.2.1 Add Protocol
Add protocol detected by netfee.

name I
protocol I
remark, I

(1]4 I cancel |

10.2.2 Add unknown Protocol

After processing data, system can detect some protocols existed. Then
can find these protocols and add them to system.

unknown protocol il

unknown protacol

add

canicel |

10.2.3 Edit Protocol

Can modify protocol’s property.
x|
name |D0D3
protocol |D0D3
remark, Imail
Ok I cancel |

10.2.4 Delete Protocol

Can delete protocol from system.

10.2.5 Delete all Protocols

Can delete all protocols from system one time.
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10.3 Port Administration

10.3.1 Add Port
Add port detected by netfee.

port x|

name I
port I
remark. I

(1]4 I cancel |

10.3.2 Add unknown Port
After processing data, system can detect some ports existed. Then can
find these ports and add them to system.

Lnknowr port

add

canicel |

10.3.3 Edit Port
Can modify port’s property.

d
name | 110
port 110
remark, Imﬂmnexe
ak. I cancel |

10.3.4 Delete Port
Can delete port from system.

10.3.5 Delete all Ports
Can delete all ports from system one time.
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10.4 FileType Administration

10.4.1 Add FileType

Add filetype detected by netfee.
kS

name I
file type I
remark I

ak. I cancel |

10.4.2 Add unknown FileType

After processing data, system can detect some filetypes existed. Then can
find these filetypes and add them to system.

unknown file type Xl

unknown file type

add

cancel |

10.4.3 Edit FileType
Can modify filetype’s property.

file type : X|

name I-S'Nf

file type I-S'Nf

remark, Iflash

] I cancel

10.4.4 Delete FileType
Can delete filetype from system.

10.4.5 Delete all FileTypes

Can delete all filetypes from system one time.
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10.5 Dest addr Administration

10.5.1 Add Dest addr

Add dest_addr detected by netfee.
dest addr |

name I
dest addr I
remark, I

(1]4 I cancel |

10.5.2 Add unknown Dest addr
After processing data, system can detect some dest_addrs existed. Then
can find these dest_addrs and add them to system.

unkmown addr

add

canicel |

10.5.3 Edit Dest addr
Can modify dest_addr’s property.

dest addr 5'

hame Iwww.netfeesoﬂwar
dest addr Iwww.netfeesoflwar
remark,  |netfeesoftware

(]9 I cancel |

10.5.4 Delete Dest addr
Can delete dest_addr from system.

10.5.5 Delete all Dest addrs
Can delete all dest_addrs from system one time.

NetFee Document 86
©1998-2010 Netstar NetWork Technology Inc




11. Functions of NetFee

The system include functions: "Process Data", "Query information”,
"Real-time information”, "Warn", "Web Query", "Data archive", "Backup
user information" and "Report output".

Work flows chart:

Netfee begin

Y Y Y Y

‘ Userinfo restore ‘ | Users admin ‘ | Data process ‘ EArchives Query |

i Scan logs -+

| Add/del user{computer) ‘

] Data fiiter ]—v-( Monitor filter i
[ St user(cormputer) ‘
[
l F
| Check user{computer) status | Fresh Data
v £
—»{ Save database H Re-caculate &

e

Query filter
Y F + W L 4
Archives Data | | Userinfo backup | J Query l | Web query 1 | Update users
¥
! Create Report | | Print out i | Excel output |
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11.1 Data Process

Data process include: "Scan log"”, "Data Filter", "Warn", "Fresh Data",
"Re-scan log" and "Re-calculate".

The work flow is as follow:

(Dat.a process begin)

k4

Scan logs l

Re-scan log Warn

Fresh Data

| Save database Re-caculate

( Data pm:ﬁs end )

11.1.1 Scan logs
System scan logs every 180 seconds in default state. Refer to "7.3
Schedule™.

When system is scanning log, the progress is shown at "realtime pane".

Il file name | size M | progress rake |
[:\Program Files\Microsoft IS4 Server\ISALogs\ISALOG_2... 4,93 Complete
[:\Program Filesi\Microsoft IS4 Server\ISALogs\ISALOG_2... Complete

I\ traffic >. ur tmce)\block nequests)\file tmnsfer}. waming }. seanhg e 4 output #
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11.1.2 Data Filter

You can modify data filter to specify some kind of data be processed.

The data filter include five kinds of filter: "Default", "Traffic", "Url trace",
"Block", "File transfer".

@ Data filter’s rule writing can ref to "11.3 Rule specifications".

The relation among these data filters is as follow:

Filter begin

ile
sfg

..-II output |

L
{ Filter End }

11.1.2.1 Default filter
The filter is a default choise to all others filter.

For example: if there is a rule "name not equal anonymous" in "Default"
filter, then all others filter own this rule by default.

x
Idefault =l & and oo
r—record only data that match these rule:
filter rule | condition | walue |
record bype all
name nat equal -
name not equal anonymous
filter condition wvalue
= = 2
default | remove | update | add |

ok I canhcel |
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11.1.2.2 Data traffic filter
Specify what kind of data can be calculated as traffic.

x
% and oo
—record only data that match these rule:
filker ule | condition | value |
record type all
filter condition wvalue
=l ] | 2
default | remove | update | add I
ok I cancel |

11.1.2.3 Url trace filter
Specify what kind of data can be recorded as url.

x
% and oo
—record only data that match these rule:
filker ule | condition | value |
record type all
filter condition wvalue
=l ] | 2
default | remove | update | add I
ok I cancel |
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11.1.2.4 Block request filter
Specify what kind of data can be recorded as block request.

x
% and oo
—record only data that match these rule:
filker ule | condition | value |
record type all
status hat equal failed
filter condition wvalue
=l ] | 2
default | remove | update | add I
ok I cancel |

11.1.2.5 File transfer filter
Specify what kind of data can be recorded as file transferred.

x
% and oo
—record only data that match these rule:
filker ule | condition | value |
record type all
file size areater ar equal 1M
filter condition wvalue
=l =l 2
default | remove | update | add I
ok I cancel |
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11.1.3 Monitor Filter
It includes four monitor filters: "Data traffic", "Url trace", "Block request"
and "File transfer".

@ Monitor filter’s rule writing can ref to "11.3 Rule specifications".

The relation among these monitor filters:

Filter begin

ile /
sfg,

.JI output |

Y
{ Filter End }

Specify what kind of data will be shown at "realtime pane".

ﬂ
Idata traffic j * and e
—zhaow only data that match these rl
filter wle | condition | value
record type all
filter condition walue
= = E
default I TEMOvE I update I add I
ok, I cancel I

After "Monitor filter" processed, the data is shown at realtime pane.

skart time [ name | source addr | dest addr [ pratocal | part | application [ time usecﬂ

06-05-13 17:57:41 administratar 192.165.100.1 . netfeesoftware. com http 2082 - 00:00:
06-05-13 17:57:33 administrator 192,165.100.1 wia, google.com http a0 - 00:00:
06-05-13 17:56:51 administrator 192.16&,100.4 218,30,103. 165 pop3 110 msimn. exe 0001
06-05-13 17:56:05 administrator 192.165.100.1 blog.platinum. net.cn hitp a0 - 00:00:
06-05-13 17:54:16 administratar 192.165.100.1 vy, google-analytics.com  http a0 - 00:03:
06-05-13 17:54:14 administratar 192.165.100.1 vawey, FairyFair com http a0 - 00:01:
06-05-13 17:54:13 administratar 192.165.100.1 bhbs. chinauniz.net http a0 - 00:02:
06-05-13 17:54:12 administratar 192.165.100.1 . chinauniz:. net http a0 - o0:01: ¥
S tmtfic b, it A block requests 3 file transfer 3 waming b, scanning files », output 7
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11.1.4 warn B
Can set up warn rules, when recorders that is accorded with these rules
appeared, send warn message. There is priority in warning rule. Different
priority rules can be shown with different color.

@ warn filter’s rule writing can ref to "11.3 Rule specifications".

T x|

 ule
I filker I cohdition I value
dast addr equal ® microzoft. cari
application include name]

| | B
filker condition value oty

Idestaddr j quual j I ﬂl a j
remave | update I add |

ok | cancel |

The warning information can be shown at realtime pane.

skark kime \ narme | source addr | warning | protocal | park | application | time used | ba
06-03-15 15:45:25 administrator 192,165,100.4 dest port equal 110 - 110 msimn, exe 00:00:35
06-05-15 12:3%:30 administrator 192,1658,100.4 dest port equal 110 - 110 TSinnm, e 00:02:38
06-05-15 11:28:43 administrator 192,1658,100.4 dest port equal 110 - 110 Tsirnm, exe 00:00:15
06-05-15 10:47:10 administrator 192.1658.100.4 dest port equal 110 - 110 Tnsirnm. exe 0o:01:11
06-05-15 10:20:40 administrator 192.1658.100.4 dest port equal 110 - 110 msimn. exe 00:03:43 fam
06-05-15 10:03:09 adrministrator 192,168,100.4 dest port equal 110 - 110 msimn. exe oo:oL:1z
06-05-15 00:43:05 adrministrator 192,165,100.4 dest port equal 110 - 110 msimn. exe 00:00:55
06-05-15 00:06: 10 administrator 192,165,100.4 dest port equal 110 - 110 msimn, exe 00:01:40 j
A A 1A 973404 T 1Am Ace 10n A P R T 11m [T — AnAt A
* tratfic }. ur trace } block requests}\ﬂle tlansfer}. warihg A scanning files k output £

And warning information can ultimately be saved into database when
fresh data. Then you can query it late. Refer to "11.2.4.12 Warn".
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11.1.5 Fresh Data
Run "Fresh data", the data produced fom "scanning logs" can be saved

into database.
Fresh Data can be run in two ways: "Manual fresh" and "Auto fresh".

¢ Manual fresh
If you need to query latest Internet usage, must run "Data
Process/Fresh data" manually.

e Auto fresh data
System can fresh data automatically. Refer to "6.3 Archive / fresh".

11.1.6 Re-scan log
If "Data filter" rules changed or system reinstalled, need to run "Data
Process/ Re-scan log" to Re-scan previous log files.

x
start Hime I 2008- 3-25 'I
end time I 2008- 3-25 'I

cancel |

Select the "start date" and "end date", system would Re-scan logs in
this period.

11.1.7 Re-calculate data H
When "admin mode" changed, need run "Data Process/Re-calculate".
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11.2 Query

Not only can Netfee query by user (department, computer, group etc),
but also can query reversely by application, protocol, port, filetype,
dest_addr etc.

11.2.1 Method

11.2.1.1 Common query
Select what you want to query, then click the button "Query". Or
right-click on it, run "Query".

11.2.1.2 Query cache
To improve the query speed, system can cache the query contents.

@ Sometimes need to clear cache before query.
11.2.1.3 Query through columnlist

Through columnlist in toolbar, you can locate user(computer) quickly
through user name or IP in alphabetical order.

|Iadmini5tratur j % |

11.2.1.4 Find keywords(Ctrl + F)
To find keywords in query result, you run “Edit/Find”(or Ctrl + F).

Find x|
find receed
Direction Marl A11 |
[~ Match whole word
{* Down
[~ Match case o Cancel |

11.2.1.5 Cross Query
Can guery amnong user , coputer and applications etc.
For example:
When query by user, then right-click on the query result, run “query by
computer”.
Or when query by computer, then right-click on the query result, run
“query by user”.
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11.2.2 Settings

Click the user, or computer etc, run "Query". or Right-click on it to run
"Query", then you can select "Start time" and "End time" to query.

=
i zelect query ikem
R A [wbutestime -
start time |11.-‘l1 4/2006 'I [w|detail info
[w]bytes chart
[wltinne chart
end time |11x'1 4/2006 *I wlurls sort
[ealrrabanal LI
filker | cancel |

And you can select the content to query.

Click on "filter" button, can set filter for querying. Refer to 11.2.3 "Query
Filter".

11.2.3 Query Filter
Can set filter for querying.
For example: create a rule "name not equal administrator” in query filter,

then all query result doesn't -contain

any information about
"administrator".

x|
r— query only data that match these rules
filker male | condition | value |
filter condition value
] | [ | 2l
Iemove I update I add I
ok I cancel |

@ Query filter’s rule writing can ref to "11.3 Rule specifications".
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11.2.4 Content
Query content includes:

e Total information
e Bytes/Time

e Detail Information
e Bytes chart

e Time chart

e URL Trace

e URL Sort

e Protocols

e Application

¢ File transfer

¢ Block request

e Warn

e Bytes/Time Control
e Fees Control

And all querying results can be Print or output in excel, html format.

11.2.4.1 Total information
At "User tree-view pane"”, click root item. There will be all users
information shown at right-pane. When user’s status is "disable", it will be
shown in yellow color.

UsErs | dep |
no | user name full name | dep | domain | remark | statua
1 account account software SOFTHARE account enabl |
7 actuser Application qaga HSTAR B&h hpplic enabl
3 administrator  administrator  gaga HSTAR BETEAC. . disab
4 agentl agentl software SOFTHARE agentl enabl
5 agent? Azent? software SOFTHARE agent? enabl
-] aimin. chang aimin. thang software SOFTWARE aimin. thang enabl
T aixinguo aixinguo software SOFTHWARE aixinguo enabl
g alm alm software SOFTHARE alm enabl
a9 azure azure software SOFTWARE azure enabl
10 baiying baiying software SOFTHWARE baiying enabl
11 baizhizuang baizhizuang 55 HETAR baizhizuang enabl
12 baore baore software SOFTWARE baore enabl
15 baoxi aoyun baoxiaoyun software SOFTWARE baoxi aoyun enabl
14 bheheng bheheng software SOFTWARE bheheng enabl
15 bondl bondl software SOFTWARE bondl enabl
16 bond2 bond2 software SOFTWARE bond2 enabl
17 boyisheng boyisheng software SOFTWARE boyisheng enabl
IIS caidong caidong saftware SDFTW}\REI cai dong eniabl ¥
4 »

It is similar to "computers" and "others".
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11.2.4.2 Bytes/Time
Show infomation of users’ every-day traffic, includes "Name",
"Date","Time used", "Bytes receiced", "Bytes sent", "Bytes total", "Fee"

(optional).
bytestime | detail \nfDI urls tracel urls sortl prntocolsl applicationl files transferl bytes chartl time chaltl block e 4 I L4
nams [ date | time used [ bytes received | bytes sent | bytes total |
administrator 06-11-01 14.80 h 346.92 N 14.05 W JaL. 19 m
administrator 06-11-02 1253 h 466.83 N 11.64 N 478. 79 M
administrator 06-11-03 5.82 h B9.74 W 12.02 W G154 M
administrator 06-11-05 205 h 2T.6T M 212 R0 29.T9 W
administrator 08-11-06 13.11 h 252.98 N 10.40 W 2B3.65 M
administrator 08-11-07 15.32 h 495. 61 N 11.14 W S06. 9T M
administrator 06-11-0& 9.72 h 135.44 N T.42 M 14117 M
administrator 06-11-09 5.09 h 157T.44 N 4.9T M 162,43 M
administrator 05-11-10 12.56 h 2B5.36 M 8.72 0 274.50 M
administrator 05-11-12 0.01 h 01T N 0.01 KW 0.1s mn
administrator 06-11-15 1710 421.84 N 29.00 W 450.T4 B
administrator 0e-11-18 12.53 h 121.52 N 9.81 M 13161 M
administrator 06-11-17 T.89 h 51.56 W S.00m G6.55 W
administrator 06-11-19 1.79 h 85.90 W 1.4 W 87T.3T N
administrator 06-11-20 10.79 h 176.55 M 15.42 N 192.29 M
4 »

Right-click on the query result, you can also select whether output "Fee"
and "Sum" informaton.
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11.2.4.3 Details Information
Show information in details. which includes "Date","Start time", "End
time", "user name", "IP used", "Time used", "Bytes received", "Bytes
sent" and "Bytes total".

bytes/time  detail infa I urls tracel urlz sortl protocolsl applicationl files transferl butes chartl time: chartl block re 4 I 4

start time | end time | niame | source addr | time used | bytes AI
06-11-01 21:49:00 | 08-11-01 22:15:00  administ. .. 192,163 1001 0:26:45 G4, 50
Of-11-01 21:54:00 @ 06-11-01 21:55:00 | administ. .. 192,163, 100. 4 0:01:35 24.54
06-11-01 22:20:00 @ 06-11-01 22:26:00 | administ. .. 192.16&. 100. 1 0:05:41 243, 14_I
06-11-01 22:24:00 @ 06-11-01 22:26:00 | administ. .. 192,168, 100. 4 0:01:23 4.09
06-11-01 22:51:00 | 08-11-01 23:10:00 | administ. .. 192,165, 100. 1 0:19:10 1255, 96
06-11-01 22:55:00 | 08-11-01 &2:56:00  administ. .. 192,163 100. 4 0:01:23 14.55
06-11-01 23:11:00 @ 06-11-01 23:13:00 | administ. .. 192,163, 100. 4 0:01:52 1373. 94
06-11-01 23:20:00 @ 06-11-01 23:27:00 | administ. .. 192,168, 100. 4 0:07:17 1043, 24
0f-11-01 23:20:00 @ 06-11-01 253:24:00 | administ. .. 192.16&. 100. 1 0:04:46 130177
08-11-01 23:51:00 | 08-11-01 23:58:00  administ. .. 192,163, 100. 4 0:07:37 BS15. TB
O06-11-02 00:01:00  06-11-02 00:05:00  administ. .. 192, 16&. 100. 1 0:05:44 555. 19
06-11-02 00:03:00  06-11-02 00:07:00  administ. .. 192,168, 100. 4 0:04:24 122.99
06-11-02 00:33:00 06-11-02 00:35:00 administ. .. 192,168, 100. 4 0:01:26 4.00
08-11-02 01:04:00  08-11-02 01:05:00  administ. .. 192,168 100. 4 0:01:21 4.13
06-11-02 01:34:00  08-11-02 01:36:00 administ. .. 192, 163, 100. 4 0:01:34 5.58
06-11-02 02:05:00 06-11-02 02:06:00 administ. .. 192. 1638, 100. 4 0:01:39 4.13
06-11-02 02:35:00 06-11-02 02:37:00 administ. .. 192,168, 100. 4 0:01:22 3.99
DIB—II—DZ 03:06:00 @ 08-11-02 03:07:00  administ. .. 192,168, 100. 4 | 0:01:19 3.82 %
4 3

Right-click on the query result, run “Detail”’, can show more urls
information in the time interval.

X
limerange——————————————— current stat:
start time |06-11-2010:04:00 time used | 0:25:41 bytes total |2T B2.08 k K
end time |06-11-20 10:30:00 bytes received |1995.94 k K bytes sent IWBB.M k 4
Detail
start time [ mame | source dest addr [spslic [port [ time  [bytes
08-11-20 10... | adm... 192 1BS.... www.netfees... | - htt. 0:04:23 189.39 ]
08-11-20 10... | adm... 192 1BS.... www.netfees. .. | - htt. 0:04:27 335.16 1
08-11-20 10... | adm... 192 1B8.... ’bbs.chinsun .. - htt. 0:00:21 50,411
06-11-20 10 adm 192 168 wrw . chinaun, - htt 0:00:11 207.31 1
ladm (192 1B8 . BS 9B.EBITB m=i . (smi . (D014 141
05-11-20 10... adm. .. | 192 1B8.... www.netfees. .. | - o
08-11-20 10... | adm... 192 1BS.... www.netfees... | - htt. o
08-11-20 10... | adm... 192 1BS.... www.netfees. .. | - htt. o
08-11-20 10... | adm... 192 1B8. ... B5.93.85.178 msi.. pop. o
08-11-20 10... | adm... 192 1B8.... 218.30.103. 165  msi.. pop. o
06-11-20 10 adm 192 168 www . czdn et - htt o
06-11-20 10 adm 192 1RG 7i. csdn. net - htt o
08-11-20 10... | adm... 192.1B8.... 1. csdn net - htt. o
08-11-20 10... | adm... 192 1B8....  www.dearboo... | - htt. o
| |
output '|
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11.2.4.4 Bytes chart
Show traffic information by "Bytes chart”.

Bytes chart includes:
e Traffic by days -- display the traffic distribution from "Start date"
to "End date".

e Traffic by hours -- display the Traffic distribution in 24 hours.

The chart of "Traffic by hours" is as follow:

The chart of "Traffic by days" is as follow:

bytesx’timel detail infol urls tracel urls sortl pmtoco\sl applicationl files transfer  bytes chart | tirne chartl block re 4 I L4

EIp)

s ,%,
ss3f-io
e |-
x5
=z
ses |
EF) .
Bzfoio-

Right-click on chart,run "Detail",can show more detail information in this
period.
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Detai

 time range

— administrator

date |2006-11-20
time  |0:00:00 . |24:00:00

curent stau:

bytes total [192.29 W

bytes received [176.85 M bwtes sent |15 42 M

4

Detail
start time ‘ nams ‘ seurce | dest addr | applic | port ‘ time | bytes  +|
08-11-20 10 adm 192188 whw. Tetfees - htt 0:04:23 189.39 k
06-11-20 10...  adm.. 192,168, ... | www.netfees. . - htt. .. 00427 33018 k
08-11-20 10 adm 192188 bbs. chinann. - htt 0:00:21 S0.41 k
06-11-20 10...  adm.. 192,168, ... | www. chinaun. . - htt. .. 0:00:11 207.31 k
Cadn 192 188 msioosmto D0O14E
06-11-20 10...  adm, 192,188, ... | www.netfees.. - hit. . 0:02:04 113.95 k
08-11-20 10 adm 192188 whw. Tetfees - htt 0:01:28 o801 k —
06-11-20 10...  adm.. 192,188, ... | www.netfees.. - hitt. .. 0:03:19 32.48 k
08-11-20 10 adm 192188 B5.93.88. 178 msi pop 0:01:42 5.07T k
06-11-20 10...  adm.. 192,188, ...  218.30.103. 168 wmsi... pop... 0:01:19 198 k
08-11-20 10 adm 192188 whw. csdn net - htt 0:00:38 182.88 Xk
06-11-20 10...  adm.. 192,168, ... | zi.esdnonet - hit. .. 0:00:20 418.41 k
08-11-20 10 adm 192188 z. csdn. met - htt 0:00:18 31.21 k
06-11-20 10...  adm.. 192,168, ... | www. dearboo. . - hit... 0 k

oo:1o 21.59 S
3

1w Output:
Can Print or output in excel, html format.
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11.2.4.5 Time chart
Show traffic information by "Time chart".

Time chart includes:
e Time by days -- display the Time distribution from "Start date" to
"End date".

e Time by hours -- display the Time distribution in 24 hours.

The chart of "Time by hours" is as follow:

Bytes/Time | Detail Info | Bytes Chart  Time Chat | Uils Trace | Ut Sort| Protacols | Application | Files Transfer | Blocks | Bytes/Time Control | Fee Contal

a2

The chart of "Time by days" is as follow:

bytes.-"timel detail infol urls trace' urls sortl protoco\s' applicationl filez transferl butes chart  time chart | block re 4 I 4

T

52

En

5

ax

Right-click on chart, run "Detail”, can show more detail information in
this period.
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Deta; administrator

r— time range current skatu
date I2EIEIE-'I'I-2EI time uzed I'IEI.?S h
time |0:00:00 - |24.00:00
Detail
start time ‘ name | source | dest addr | applic ‘ port | time_ ‘_I
06-11-20 10... adm... | 192 1B6.... | www.netfees - htt... | 0:04:27
06-11-20 10... adm... | 192 168.... | bbs. chinaun - htt... 0:00:21
0B-11-20 10... | adm... | 192 1B8.... | www. chinaun - htt... | 0:00:11
Imsi. st 0001346
06-11-20 10... adm. .. | 192 1BB....  www. netfees - htt 0:02:04
0B-11-20 10...  adm... | 192 1B8.... | www.netfees - htt. 0:01:28
06-11-20 10...  adm. .. | 192 166 www. netfees - htt. 0:03:18
0B-11-20 10... | adm... | 192 1B8....  B5.93.83.178 msi Top. 0:01:42
06-11-20 10... | adm... | 192 1B6....  218.30.103 168  msi pop 0:01:19
06-11-20 10 adm 192 166 www. csdn. net - htt 0:00:35
0B-11-20 10...  adm... | 192 1B8.... | zi.ecsdn net - htt. 0:00:20
06-11-20 10... adm... | 192 1B66....  z.csdn net - htt. 0:00:16
06-11-20 10 adm 192 166 www. dearboo - htt 0:00:10
0B-11-20 10...  adm... | 192 1B8.... | www.netfees - htt. 0:01:52
AG—t4—mn 4n San 1on 1ao ac Az oo iTe - - Aonaz
J | o
output |'|
W@ Output:

Can Print or output in excel, html format.

11.2.4.6 URL Trace
Show information of websites visited.

bytes.-"timel detailinfo  wrls trace | urlz sortl protoco\s' applicationl files transferl bytes chart' lime chartl block re 4 I L4

start time | source addr | dest addr | protecel | port | application | =|
08-11-20 16:49:00 192, 165.100.1 pfp. sina com. en http a0 -
06-11-z0 16:50:00 | 192.163.100.1 tech sina. com. en http g0 -
0B-11-20 16:50:00 | 192, 183.100.1 image?. sina. com. cn http a0 -
08-11-20 16:51:00 | 192.163.100.4 212,200, 182. 2 unidenti... | 3128 iexplore. ..
06-11-Z0 16:54:00 | 192.165.100.4 B4, 246, 16.7 unidenti... | 5128 iexplore. ..
0B-11-20 16:55:00 | 192 165.100.4 64,132 47.58 risp 554 iexplore. ..
08-11-20 16:S6:00 @ 192 165.100.1 image?. sina. com. en http a0 -
06-11-20 16:56:00 | 192.165.100.1 add. sina com. oo http an -
08-11-20 17:00:00 @ 192.185.100.1 commentd. news. sina. ... http a0 -
08-11-20 17:01:00 | 192 165.100. 4 B5.95.858. 175 fip 2B583 flashfxp
06-11-20 17:01:00 | 192,165, 100. 4 64,246, 16.7 uni denti. 3128 iexplore. ..

lemtp 25

0B-11-20 17:05:00 | 192 185.100.4  64.132 47.58 risp 554 iexplore. ..
08-11-20 17:08:00 @ 192.165.100.1 auto. zina. com. cn http a0 -
06-11-20 17:06:00 | 192.165.100.1 imageZ. sina. com. cn http g0 -
0B-11-20 17:06:00 192 185.100.1 ad4. sina com. cn http G0 -
08-11-20 17:08:00 @ 192.165.100.1 beacon. sina. com. en http a0 - —
Uii‘ll—ZD 17:06:00 | 192, 165.100.1 secure—cn. imrworldw. . | htip &0 - _l;l
4 3
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11.2.4.7 URL Sort
Not only can Netfee show the information of URLs visited, but also can
sort them in order of visits, Time, Bytes and so on

bytes.-"timel detail infol urls race ks sort | protoco\s' applicationl files transferl bytes chart' lime chartl block re 4 I L4
dest addr | ¥isit | time used [ bytes | bytes sent ||
B5.98.88.178 B40 23.8T b B.31 N 2T.03 N =
Z18.30. 103. 168 G14 1T.04 b 263 M 0.52 N

wiw. netfeesoftware. com 343 11.28 b BO.9T M 561N
imageZ. =ina. com. cn 242 9.07T h T2.83 M 15.94 0
DAOWANZ. COm 216 5.29 h 50.55 M 24T N

www. google-analytics. com 214 5.5 h 1.80 0 1.30 N

2dd. sina. com. en 209 T.40 L 40,12 M B.36 N
beacon. sina. com. cn 191 T.06 h 0.93 M 0.95 N
commentd. news. sina. com. cn 150 T.5Th 33.06 M 8.34 0

pfp. sina. com. en 134 5.80 h 4.98 N 1.50 N

. czdn. net 131 4.16 h 341 M 3.TLH

pfpip. sina. com 127 5.51 h 0.0 M 0.16 K
secure-cn. imrworldwide. com 118 4.B8 h 0.27T W 0.38 N

news. sina. com. cn 115 5.13 h 34.32 M 0.78 M

tech. zina. com. cn EE] 2.58 h 52.96 M 0.91 N

cqldd. czdn net L] 375 h 0.34 N 0.26 N

wew. google. com 94 2.72 h 28.88 M .40 M

wvi'w. czdn. net & 1.8I'|' L 13.83 M 1.56 N _l;l
4 3

Right-click on selected url item, run "Detail” can show more information
of websites visited.

Detail — administrater x|

- dest addr

dest addr Iwww netfeesoftware. com

lime—————————————— [~ cunent statu:

start lime IEUUE—T 03 time uzed | 11.28h bytes total |BE.FE I
end time IZDDE-HQU bwtes received |B0.97 M M bwtes sent |5.81 M [Tl

Detail

start time [ name | souree [ dest addr [ applic [ port [ time  [1a]
06-11-01 16... | adm... | 192 1B8....  www.metfees .. | - hee . | 0:00:21 |
06-11-01 18 adn 192 168 www metfees - htt | 0:00:11
06-11-01 19... | adm.. | 192.1B8....  www.netfees .. |- htt.. [0:00:13
06-11-01 19... | adm... | 192 1B8....  www.netfees .. |- htt .. | D:00:44
0B-11-01 22... | adm... | 192.1B8.... | www.metfees .. |- htt.. | 0:03:41
06-11-01 22... | adm... | 192.188....  www.netfees .. |- Rt [0:00:13
06-11-01 23 adn 192 168 www metfees - htt | 0:00:33
06-11-02 D8...  adm.. 192.1B8.... www.netfees .. - htt .. | D:00:17
06-11-02 O7...  adm... 192.1B8.... www.netfees .. - htt... | D:04:
0B-11-0Z OT...  adm... 192.188.... www.netfees .. - htt... O

o?—n—oz OT...  adm.. 192.168.... www.netfses. .. = htt... 0

<

output | T |

Output:
Can Print or output in excel, html format.
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11.2.4.8 Protocols

Show information of protocols, and can sort them in order of visits, Time,
Bytes and so on

bytes.-"timel detail infol urls trace' urls sort - protocols | applicationl files transferl bytes chart' lime chartl block re 4 I L4

protocel | ¥isit | time used [ bytes received | bytes sent
http 5236 183.99 h 2174.53 B 80.35 0
rtsp 53 12.98 h 61z.90 M 0.61 R0
ms firewall storage 3 4,59 L 124,29 N 10,44 0
==l-tunnel 152 S.0Th 22.48 W 4.73 0
pop3 1183 34.13 b T.3TM 1.96 0
unidentified ip traffic S0 B.0T L 4.63 N 033 0
http proxy 14 0.82 L 213 M 0.33 0
popds T3 2.82 h 0.a4 m 0.19n
fip 13 3.T4 h 0.7z N 25.52 1
https 2 0.10 h 0.65 M o.1a n
MEN Messenger 10 1.51 h oiem 0.07T N
nntp 3 0.64 h 0.06 M 0.00n
smip 4 0.21 h 0.0z N 016 0
4 4

H H H " M LA
Right-click on a protocol item, run "Detail
information of protocol.

x

~ protocol
protocol Irlsp

~time curent statu:
shart timne IZUUB-1 -3 timewsed | 1298 h bytes used [G13.51 ]
end time I2UUE-11-2U bytes received |612.90 M bytes sent |0LB1 M 7]

Detail

start time [ name | source [ dest addr [ =pplic [ port [ tine [ ba]

08-11-01 05. .. adm. .. | 192,168, .. B1.135.144.203  wmp... rts... |0:14:17 4

08-11-01 05. .. adm. .. | 192,168, .. B1.135.144.203  wmp... rts... | 1:12:39 3|

05-11-01 Z20... adm... | 192 165, .. B61.135.144. 203  dex... rts... |D:ZT:5T S

05-11-01 20... adm. .. | 192 165. .. B61.135.144. 203  dex... rts... |0:01:22 1

05-11-01 Z20... adm. .. | 192, 165. .. B61.135.144. 203  dex... rt=... |0:21:47 4

0B-11-02 17 adm 192 166 B1.135 144 205  dex rts 0:00:31

0B-11-0& 00 adm B4 132 4 192 165 100. 4 iex rts 0:04:22

06-11-0& 00 adm 192, 165 B4.132.47.79 iex rts 0:04:27

06-11-08 00... | adm... | 192 188 .. G4.132.47.79 iex... rts... 0:01:11

06-11-08 00... | adm... | 192 188 .. G4.132.47.79 iex... rts...  0:06:13 1

Dliv-ll-US 00... | adm... | 192 183 .. B4.132.47.79 Iiex L. rts... 00417 1T

4 »

output | ¥

Output:

Can Print or output in excel, html format.

can show more detail
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11.2.4.9 Applications
Can show information of applications, and can sort them in order of visits,
Time, Bytes and so on.

bytes.-"time' detail \nfDI urlz tracel urlz sortl protocols  application |files transferl bytes chartl time chaltl block g 4 I L4
application | Visit | time used | bytes received | bytes zeni
- 5356 186.40 h 217322 M 85.02 W
iexplore. exe 122 11.35 h 423,55 M 1.82 0
wmplayer. exe g 4.28 h 1ITT. 19 M o1zn
mme. exe 3 4.59 h 124.29 B 10.44 W
realplay. exe T 2.85 h 43.82 M 0.05 M
mzimn exe 1243 37.80 h 529 M 233 M
flashfxp. exe 13 374 h 072 M 25.52 W
MEOMEEr. exe 13 1.5 h 0.3Mmn oirm
winword. exe 2 1.01 h 013 M 0.00 K
tracq exe 10 3.40 h 0.00 M 0.o0 M

Right-click on a application item, run "Detail" can show more detail
information of application.

Detail — administrater x|

— application

application Iwmplayel.ake

tme—————————————— [~ curent statu

stark time IZUUB-1 0-31 time us=d 428 h bytes used |177.31 I
end time I2UUE-11-2U bytes received |177.19M bytes sent (012 M 7]

Detail

start time | name | sonree | dest addr | applic \ port | tine \ byte
OE-11-01 05... | adw... 192 168.... | B1.135.144.203 | wmp... rts... 0:14:17  4070%
0B-11-01 05... | adw...  192.168.... |61.135.144.203 | wmp... rts...  1:12:39 38514
DF-11-10 19...  adw... 192, 168.... 207.46.211.254 wmp... rts... 0:38:51 1808
0F-11-17 03... | adw...  192.168.... |61.135.144.203 | wmp... rts... 001626  337TE
0F-11-17 03... | adw... 192.168....  61.135.144.203  wmp... wts...  0:02:11 C
0B-11-17 03 adm 192 168 B81.135. 144203 | wmp rts 1:04:06  TOGE
08-11-20 02 adm 192 168 81.135. 144 203  wmp rts 0:27:13 8404
05-11-20 02 adm 192 168 B81.135. 144203  wmp rts 0:20:55 3091
4 »

output | ¥

Output:
Can print or output in excel, html format.
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11.2.4.10 File Transfer

Show information of files transferred. And can sort them in order of Bytes

and so on.

bytes.ftimel detail infol urls tracel urls sortl protocolsl application  files ransfer | bytes chartl time chartl block re 4 I 4
start time | name | source addr | link related | protocol -

06-11-01 05:39:00 | administ 192188, 100. 4 B1.135 144 203 risp

06-11-01 05:54:00 | administ.. 192, 165, 100. 4 B1.135. 144, 203 rtsp

06-11-01 11:35:00 | administ.. 192, 188, 100. 1 http:ffwww. plusp. com. cnfchua. .. http —

06-11-01 12:19:00 | administ.. 192,188, 100. 1 hitp:/fwwe. ta—ta enfimages/f. .. | http

06-11-01 16:21:00 | administ.. 192.168.100.4 | hitp:/ www. enet. com. cnfescho. .. | hitp

06-11-01 16:22:00 | administ 192188, 100. 4 hitp:/fwww. enet. com. enfescho http

06-11-01 16:23:00  administ.. 192, 165, 100. 4 hitp:/fwww. enet. com. enfescho. .. | http

06-11-01 16:43:00 | administ.. 192, 18, 100. 4 http:ffwww. enet. com. cnfescho. .. http

0B-11-01 1T:57:00 | administ... | 192188 100.4 | hitp:/fwww. xyz—im. comfgrwebs. .. | http

06-11-01 20:06:00 | administ.. 192. 168, 100. 4 B1.135.144. 203 rtsp

06-11-01 20:36:00 | administ 192188, 100. 4 B1.135 144 203 risp

06-11-01 20:38:00 | administ.. 192, 165, 100. 4 B1.135. 144, 203 rtsp

06-11-01 23:52:00 | administ.. 192, 18, 100. 4 http:ffwww. nztar. com cn/metf. .. | http

0-11-02 03:39:00  administ... 192,188 100.1  http://p.blog csdn metfimage... http

06-11-02 05:58:00 administ.. 192. 168, 100. 4 hitp:ff211.100. 21, 180/C5DN_L. ..  http

06-11-02 17:31:00 administ 192188, 100. 4 hitp:/fwinmedia cotw. com. enf http

06-11-02 15:01:00 administ.. 182, 168, 100. 4 hitp:/fwinmedia. cctw. com. enf. .. http

UIE!—II—DZ 20:02:00 | administ.. 192. 165, 100. 4 hltrifr;'rzll.IUU.ZI.ISUJ’CSDN L...  http _I_I

4 3

11.2.4.11 Block request

Show information of blocked request.

detail infol urls tracel urls soltl protocolsl applicationl files transfarl bytes chaltl time chart  block request | warr 4 I L4

time | source addr | dest addr | dest port | protocel | status AI
0B-11-01 23:59:00 | 192 165.100.4 B5.98. 58. 175 110 pop3 denied
06-11-02 00:00:00  192.163.100.1 packang. com a0s0 hitp denied
06-11-0Z 22:13:00  192.163. 100.1 blogs. atlassia. .. G050 http denied
0B-11-02 23:50:00 192 185.100.4 218.30.103. 165 110 pop3 denied
0B-11-03 00:00:00 | 192.168.100.4 218.30. 103. 168 110 popd denied
06-11-03 10:09:00 | 192.165.100. 4 B5.98. 55. 178 110 pop3 denied
0B-11-03 10:39:00 | 192 165.100.4 B5.98. 58. 178 110 pop3 denied
06-11-03 11:09:00 | 192.168.100.4 218.30. 103. 168 110 popd denied
06-11-03 11:20:00 | 192.165.100.4 B5.98. &5. 178 110 pop3 denied
0B-11-05 23:57:00 192 165.100.4 218.30.103. 165 110 pop3 denied
0B-11-08 00:00:00 | 192.168.100.4 218.30. 103. 168 110 pop3 denied
06-11-07 15:58:00 192.166.100.4 218.30. 103. 168 110 popd denied
06-11-0T7 15:58:00 192.165.100.1 Secure-cn. IMrw. .. 5050 http denied
06-11-07 18:15:00 192165 100.1 sports. =ina. co 8080 http denied
06-11-07 18:15:00 192.166.100.4 218.30. 103. 168 110 popd denied
06-11-05 13:49:00 | 192.165.100.1 sb. google. com 050 http denied
0B-11-05 13:54:00 | 192 185.100.4 218.30.103. 165 110 pop3 denied
4 BE.98.88.178 110 pop3d denie

DIS-II—UB 14:24:00 | 192 165100,
4

| »

11.2.4.122 Warn B

Show warning information.

applicationl files translerl bytes chartl timne chartl black request  warning | bytestime controll fee controll 4 I L4

start time | name | souwrce addr | warning | dest addr | prot «|
08-10-31 13:25:00 | administrator 192, 188, 100.1 dest addr equal www. .. www. netf . http
06-10-31 14:14:00 | administratoer 192. 1635. 100. 1 dest addr equal www... www. netf . htth
0B-10-31 14:42:00 | administratoer 192, 168, 100. 1 dest addr equal www... www. netf hLttp
08-10-31 17:50:00 | administrator 192, 1858, 100.1 dest addr equal www. .. www. netf . http
06-10-31 15:30:00 | administratoer 192, 165, 100. 12 | dest addr equal www... www. netf . http
0B-10-31 19:33:00 | administratoer 192, 168, 100. 1 dest addr equal www... www. netf hLttp
08-10-31 20:35:00 | administrator 192, 188, 100.1 dest addr equal www. .. www. netf . http
06-10-31 20:45:00 | administrater 192. 163. 100. 1 dest addr equal www... www. netf, . http
08-10-31 21:44:00 | administrator 192 1858.100.1 dest addr equal www www. et £ http
06-10-31 21:52:00 | adwinistrator 192, 166, 100. 1 dest addr equal www. .. www. netf . http
06-10-31 21:57:00 | administratoer 192, 165.100.1 dest addr equal www. .. www. netf hitp
08-10-31 22:36:00 | administrator 192, 188, 100.1 dest addr equal www. .. www. netf . http
06-10-31 22:4T7:00 | administratoer 192. 1635. 100. 1 dest addr equal www... www. netf . http
0B-10-31 22:53:00 | administratoer 192, 168, 100. 1 dest addr equal www... www. netf hLttp
08-11-01 00:21:00  administrator 192, 188, 100. 1 dest addr equal www. .. www. netf . http
06-11-01 01:07:00  administratoer 192. 163. 100. 1 dest addr equal www... www. netf, . http
06-11-01 10:00:00  administratoer 192. 168, 100. 1 dest addr equal www... www. netf . hLttp

1

D?_ll_m 10:05:00  administrator 192, 165. 100,
4

dest addr equal www. .. wiww. netf . htleI
r
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11.2.4.13 Bytes/Time Control H
Show information of control. When the remain of traffic or time is less
than O, records are shown in Yellow.

app\icationl filess: transferl bites chartl tirne chartl block requestl warning  bytesdtime contral | fee controll 1 I L4
nams | date | bytes quata | bytes | bytes remain |

administrator 05-11-01 i110.00 M 361.19 M T45.61 M

administrator 0B-11-02 T45.81 0 478.7T9 M 270.02 M

administrator 06-11-03 270.02 0 Gl.04 W 165. 16 M

administrator 06-11-05 1110.00 W 29.79 N 1080.21 W

administrator 05-11-06 1080.21 N 263.65 M G16.56 M

administrator 08-11-07 S16.56 0 S06. 9T M 309.59 M

administrator 06-11-0& 309.59 M 14117 M 165.42 M

administrator 05-11-09 165. 42 1 162.43 M S.99 M

administrator 0&-11-10 5.99 0 274.50 B -2E88.51 M

administrator 06-11-12 1110.00 W o1& m 1109.82 W

administrator 056-11-15 1109.82 N 450.7T4 M 659.05 M

administrator 0E-11-18 B59.03 W 13161 M S2T. AT M

administrator 06-11-17 SET. 4T N G6.55 W 440. 92 M

adninistrator 05-11-19 i1i0.00 M 87.3T W 1022.63 M

administrator 08-11-20 1022.83 0 192. 29 B 830.34 M

11.2.4.14 Fee control @
Show information of Fee. When remain of fee is less than O, records are
shown in Yellow.

app\icationl files transferl bytes chartl time chartl block requestl wamingl bytestime control  fee contral | 1 I L4
nams | date | fee | fee Remain | fee added |

administrator 06-11-01 34.B6 401. 58 0.o0

administrator 05-11-02 46. 67 354.91 0.0o

administrator 0B-11-03 B. 96 347.95 0.00

administrator 08-11-05 277 345. 18 0.o0

administrator 06-11-06 £5.31 319,87 0.o0

administrator 05-11-07 49,53 27034 0.0o

administrator 06-11-05 13.35 256. 99 0.0o

administrator 08-11-09 15. 74 241,25 0.o0

administrator 0&-11-10 26.55 214.70 0.o0

administrator 06-11-12 0.0z Z14. 68 0.o0

administrator 06-11-15 42,16 172.52 0.0o

administrator 06-11-16 1z.10 160. 42 0.0o

administrator 08-11-17 8.13 152. 29 0.o0

administrator 06-11-19 §. 53 143. 71 0.o0

administrator 06-11-20 17.63 126. 03 0.00
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11.3 Rule specifications

Data filter, monitor filter, warning and query are all involved with the
rules writing.

11.3.1 Prefix wildcard — "*."
Support prefix wildcard "*." for dest address.
For example: dest address - equal - *. micrososoft.com.

11.3.2 Rear wildcard — "".>*""
Support rear wildcard ".*" for source address.
For example: source addr - equal — 192.168.100.*.

11.3.3 Rear wildcard — "*"
Support rear wildcard "*" for name, protocol, application and link releated
For example: name - equal — admin*.
application - equal — msn*.
link releated - equal — http://www.microsoft.com/china*.

11.3.4 Network Element
When filter rules condition is: "Include" and "Exclude™, the network
element can be used. Refer to "11.4 Network Element .
For example: Have a Application element set —"App1".
The rule can set as: Application — Include — App1.
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11.4 Network Element

Network element can be used in various filter rules condition settings:
"Include" and "Exclude". Refer to "11.1.2 Data filter"”, "11.1.3 Monitor
filter”, "11.1.4 Warn" and "11.2.3 Query filter".

The Elements includes: "name", "application", "source address","dest
address", "file type", "link related”, "port” , " protocol " and "time".

x
add_1
edit |
TEMOVE |
add
ok I cancel I

@ Element writing can ref to "11.3 Rule specifications”.

11.4.1 Add
Can add network element.
x|
hame |
T S
11.4.2 Edit

Can add or remove element item to element.
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x

f2dd_1

=l add

LA, SINE, COMTL CR

ok

imexpart

TEMaYE

o

Iwww.sina,cnm.cn

In addition, "dest address" element can import or export web address
from ISA server’s Domain sets and Url sets.

X

Iadd_1 ﬂ Microzoft Error Beportiy
WAL EiNG,Com. ch * watzon, microsoft.com
ﬂ watzon.microgoft. com
ww netfeesoftware com
A
A

apply I ok I cancel
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11.5 Real-time information

The realtime information is shown at "realtime pane". It includes: "traffic",

"url trace", "block request”, "file transfer", "warning", "scanning files",

"output" and "event”. And can set "Monitor filter" to specify what kind of
data be shown. Refer to "11.1.3 Monitor filter"

11.5.1 Traffic

Show users’ traffic at realtime.

stark time

06-05-13 00:37:10
06-05-13 00:39:29
06-05-12 00:07:23
06-05-12 00:18:17

| name source addr | last time ‘ bytes received | bytes sent
administrator &4.70.26,253 06-05-13 00:38:38 1.06 MB 0.00 MB
administrator &4.70,26,234 06-05-13 01:33:27 0.00 MB 0.00 MB
administrator 192.1658,100.1 06-05-13 17:57:45 144,32 MB 17.76 MB
administrator 192.168,100.4 06-05-13 15:44:42 317.79 MB 3.06 MB

mam: 4 ud trace A block nequests}\file tmnsfer}. waming }. scanning files }. output

And you can add rules to select what kind of data will be shown. For
example: only show the traffic with "Dest port" equal "110".
11.5.2 Url trace
Show websites visited by users at realtime.
stark kime | name | source addr [ dest addr | protacel | port | apglication | time usecﬂ
06-05-13 17:57:41 administratar 192.165.100.1 vy, netfeesoftware, com http 2082 - 00:00:
06-05-13 17:57:33 administratar 192.165.100.1 vy, google.com http a0 00:00:
06-05-13 17:56:51 administratar 192.1658,100.4 218,30,103. 168 pop3 110 S, g7 00:01:
06-05-13 17:56:05 administratar 192.165.100.1 blog.platinum. net.cn http a0 - 00:00:
06-05-13 17:54:16 administratar 192.165.100.1 vy, google-analytics.com  http a0 00:03:
06-05-13 17:54:14 administratar 192.165.100.1 vawey, FairyFair .com http a0 00:01:
06-05-13 17:54:13 administratar 192.165.100.1 bhbs. chinauniz.net http a0 00:02:
06-05-13 17:54:12 administratar 192.165.100.1 vy, chinauniz:, net http a0 00:01: ¥
S traffic b witmce A block requests 3 file transter 3 waming », scaning files h output /
And you can add rules to select what kind of data will be shown. For
example: only show website with "application™ equal "msimn.exe".
11.5.3 Block request
Show block requests at real-time.
time: |snurce addr | dest addr | dest pork ‘ protocal | status |ru|e |name A|
06-05-13 14:09:05 192,168,100.1 v, google-analytic, .. | &0 http failed allow administrator g
06-05-13 13:56:31 192,168,100.1 v, google-analytic, .. | &0 http failed allow administratar
06-05-13 134357 192,168,100.1 adwords, google.com 443 ssl-tunnel failed allow administratar
06-05-13 12:09:00 192,168, 1004 Z16.30,103, 168 110 pop3 denied netfee_bloc,..  administrator
06-05-13 12:02:00 192,168.100.1 commentd . news,sina, .. &0 http failed allow administratar
06-05-13 11:50:48 192,168.100.1 commentd . news,sina, .. &0 http failed allow administratar
06-05-13 11:40:32 192,168.100.1 commentd . news,sina, .. &0 http failed allow administratar
06-05-13 11:36:29 192,168.100.1 beacon.sina,com.cn a0 http failed allow admlnlstratorLI
bk request 4 file transter b, waming », scanning files b output
And you can add rules to select what kind of data will be shown. For
example: only show block request with "source addr" equal
"192.168.100.3".
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11.5.4 File transfer
Show files transferred at real-time.

time | name | source addr [ dest addr | port | protacal | File bype | applicatio A|

06-05-13 15:39:34 | administrator | 192,168.10..,  http:ffwinmedia, ccty, com, cnfwewe,, S0 http T -

06-05-13 15:35:144 | administrator  192,166.10..,  htkp: s, coky.comjhomepagez006,,, &0 http Flv -

06-05-13 15:37:31 | administrator | 192,166.10..,  http:ffwse, cokycomjhomepagez006,,, &0 http Flv -
06-05-1300:3%:20 | administrator | 192.168.10... |64.70.26.234 554 rtsp ¥ wplayer
06-05-13 00:38:43 | administrakor | 64.70.26.234 | 192.165.100.4 4546 mms ¥ iexplore.e
06-05-1300:37:10 | administrakor | 64,70.26.253 | 192.165.100.4 4542 mms ¥ iexplore.e
06-05-13 00:32:23 | administrakor | 64,70.26.253 | 192.1658.100.4 4533 mms o iexplore.c
06-05-13 00:29:15 | administrator | 192,168.10... |http://download. microsaft.com/downl... 80 hktp exe - i

" traffic j url trace b, block requests b e wiskr { waming J, scanning files b, outpu

And you can add rules to select what kind of data will be shown. For
example: only show recorders with "file size" greater or equal "5M".

11.5.5 Warn @
Show warning information at real-time.

skark time ‘ name source addr | Warning |DrUtUcUI | port application Lime used | ba
06-05-15 13:48:28 administrator 192,1658,100.4 dest port equal 110 - 110 TSinnm, e 00:00:35
06-05-15 12:39:30 administrator 192.1658.100.4 dest port equal 110 - 110 Tnsirnm. exe 00:02:35
06-05-15 11:28:43 administrator 192.1658.100.4 dest port equal 110 - 110 msirnm. exe 00:00:15
06-05-15 10:47:10 adrministrator 192,168,100.4 dest port equal 110 - 110 msimn. exe oo:oi:1t
06-05-15 10:20:40 administrator 192, 165.100.4 dest port equal 110 - 110 msimn. exe 000343 e
05-03-15 10:03:09 administrator 192,165,100.4 dest port equal 110 - 110 msimn, exe 0o0:01:12
05-03-15 00:43:05 administrator 192,168,100.4 dest port equal 110 - 110 Tsirnm, gxe 00:00:55
06-05-15 00:06: 10 administrator 192,1658,100.4 dest port equal 110 - 110 TSinnm, e 00:01:40 LI
N NE 14 7702494 = Arnimim by ko AN 4SS 400 A Arck mmwvk sm=l 440 14n resirae s N AT
", ratfic b, url trace 4 block requests A file transfer b, wanig A scanning files ) output 7

11.5.6 Scanning files
Show file-scanning progress.

file name | size: M | proaress rate |
Di\Program Files\Microsoft IS4 Server|ISALogs\ISALOG_Z. .. 4.93 Complete
D:\Program FilesiMicrosaft 1S4 ServeriISALogsiISALOG_2... . Complete

|\ traffic » ur trace & block requests } file transfer b, waming 3, scawhg ks {outpot 7

When file is scanned, show the percentage of scanning progress.
After scan finished, display "Complete".
When scan cancelled, display "Aborted".

11.5.7 Output
Show information system processing data. Such as "Fresh data", "process
control data", "calculate fee", "clear data", "updat users" etc.

kask | progressrate | -

resek users Complete

clear database Complete

[\Program FilesiMicrosoft 154 ServerlISALogs\ISALOG_Z... S51%:

[:\Program FilesiMicrosoft 1SA Server\ISALogs\ISALOG_Z... walking. .. =
Di\Program FilesiMicrosoft 154 ServerlISALOgs\ISALOG_Z... waling. ..

[:\Program FilesiMicrosoft 1SA Server\ISALogs\ISALOG_Z... walking. .. LI
b, tratfic }u url trace }\ block rEquesls)\ﬂle (lEnSfEI'}! waming }. =scanning files >\ ot
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11.5.8 Event

Show the system return warning or error message.

time | content AI
09-01-19 19:19:00 | Scan logs.
09-01-19 19:15:46 | Fresh data
09-01-19 19:158:537 Can not find log files! netfee can noly support W3C or ISA serwer file format. confirm file format ..
09-01-19 19:15:37 | Scan logs.
09-01-19 19:15:02 | Hetfee zerver init finished.
09-01-19 19:15:00 Can not connect to ISA server. —
09-01-19 19:15:00 | Hetfee zerver init. LI
traffic)\url trace)\block requests)\file transfer)\warning)\scam\ing files)\output)\events

NetFee Document
©1998-2010 Netstar NetWork Technology Inc

114



11.6 Web query @

User can query through Web.

11.6.1 Web settings

Install 11S, create "virtual directory”, set "Alias" as "netfee" and set
"Directory" to the directory - ".\parogram files\netfee\web"for web
publishing. The "Access Permissions" of "virtual directory" must be set as
"Read", "Run script"”, "Execute".

And the "All unknown ISAPI extend" in "Web service extend" must be set
as "Allow".

11.6.2 Web publish

can select which field to be shown when web query (Refer to "7.6 Web
query").

11.6.3. Web query
If web server address is 192.168.100.1, you can run IE on your computer
and input "http://192.168.100.1/netfee/auth.dll". Then appear a "Query
information” window.
Username : Start Date :
Fassword End Date :
Domain :
Input "User name", "Password" and "Domain", click "Query" button.
then you can get user information
Bytes Bytes Bytes Time Time Time
Whizr marme i quota(M) |used(M) |remain(M) quota{h) |used(h) remain(h)
ftware\admini: 2003-01-04 R00.00 99,79 40021 500,00 116 498,84
ware ini 2003-01-05 500.00 830.26 -390.26 433.84 19.39 479.45
ftware\admini: 2003-01-06 R00.00 1664.68 -1164.68 479.45 32.98 446,47
ftware\admini: 2003-01-07 R00.00 1868.43 -1368.43 445,47 25.33 421.14
softwarevadministrator| 2009-01-08 500.00 1085.87 -5B85.87 42114 1813 406.01
R00.00 204967 -154967 406,63 BB.63 348.00
R00.00 20433 -1543.31 348,50 44.33 30417
ware ini 2003-01-11 500.00 1E02.29 -1102.29 500.00 26.31 47369
ftware\admini: 2009-01-12 B00.00 181437 1314 .37 47369 3059 44310
software\administrator| 2003-01-13 R00.00 1084.73 584,73 44519 44.24 400.95
R00.00 128224 782,24 402 98 31.44 371.62
B00.00 783.37 -283.37 37152 16.02 355.50
ftware\admini: 2003-01-16 R00.00 B32.80 -182.80 355,50 1350 342.00
ftware\admini: 2009-0117 R00.00 42238 T7PE2 342.00 10.04 331.96
softwarehadministrator| 2009-01-18 500.00 1031.57 531.57 500.00 17.04 48295
ftware\admini: 2003-01-19 R00.00 BR5.32 -185.32 48787 15.00 47287
NetFes-netstar network technology Inc.
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11.7 Data archive

Can archive data automatically.

11.7.1 Archive Data

Run "File/Archive data" to archive data.

@ The archived data will be removed.

11.7.1.1 Schedule
Set schedule to archive.

zchedule | content |

— frequency

 day

 week I sunday ¥ l
& month |1

i bime

time ID‘I :00
start date I 1/29/2009 = l

()8 I Cancel |

® Frequency: The frequency to archive.

Time: The time to archive.

Start date: The start date to archive.

11.7.1.2 Content
Can set content to archive.

schedule  content |

archive content

| bptes timne:

[ ]detail info

[urls trace

[files transfer
[]block information
[ Jwarning

oK I Cancel
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11.7.2 Query Archives
Run "File/Query archives" to query archives.

Current anchivements

Archive Period Content
Dz00405 2004-05 2004-05 Traffic statistics
Dz00406 2004-06 2004-06 Traffic statistics

oK I Cancel
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11.8 Backup system information

System can backup system information at regular interval to avoid to lost
important imformation.

11.8.1 Backup system information
There are two methods to backup system information: "manually” and
"automatically”

® Manual backup
Run "File/Backup system information”, system will generate a .
ubk" file.

® Automatical backup
System generates name for the backup file by the date and backup it
into "*/netfee/backup/", (e.g. 20010518.ubk) everyday.

About auto-backup settings, refer to "7.3 Schedule".

11.8.2 Restore system information
Can restore system information using ".ubk" files.

S
B ackup filez
Archive | Period |
E20090111. ubk Z009-01-11
E20090112 . ubk Z009-01-12
E200901135. ubk Z009-01-13
B20090114. ubk 2009-01-14
B200390117T. ubk 2009-01-17
B20090118. ubk 2009-01-18
B20090119. ubk 2009-01-19

browse | cancel |

Run "File/Restore system information”, select a "*.ubk" file, then a
warning dialog appears:

x

’ all cwrrent system information will be delete, continme?
LI

Click "ok", then you will restore all system information.
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11.9 Report B

Can create various report automatically.

11.9.1 Task

Create some tasks to generate report automatically.

Create report

Task Isettingsl
Task
[wlrepart_1 [09-01-17 03:00)
Temave edit | add
oK | Cancel |
11.9.1.1 Add
Click "add" to create report task.
11.9.1.1.1 Profile
The profile of report task.
profile

profile

nare I report_1

remark |

¥ Enable

= Btk Next = | Cancel I

Name: Report task’s name.

M Enable: Allow the use of this task.
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11.9.1.1.2 Content
Can set content of report.

content
type seleck
Iuser j Isoftwaraladm\nistrator j

select report items

v
[ Iblack information

[ Jwarning ;I

< Back I Hext = I Cancel

Type: Include "All users”, "Dep", "User", "All computers”, "Group",

"Computer”, "Application", "Protocol”, "Port", "File type", "Dest
addr".

Item: content of report.

11.9.1.1.3 Schedule
Can set the schedule for report generation.

schedule

—frequency

i day

" month I 1

time

kirne: I 03:00
start date | i7/zo0s =]

< Back I Mext = I Cancel

® Frequency: The frequency of report generation.
Time: The time to create report.
Start date: The start date to create report.
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11.9.1.1.4 Email
Send report by email.

—setkings

SMTP server I mail.netfeesoftware, com

From I adrnin

To Isales@netfeesuftware‘cum

Cc Isupport@netfeesoftwara.com

Subject | report_t

* Emall address accept multi-glection, "," as separator

< Back I Mext = I Cancel

M Send email: Choose whether or not to send email.
SMTP server: Mail server.

From: Email sender.

To: The address of email recipients.

Cc: The address of email CC.

Subject: The subject of email.

@ Email address accept mult-election, "," as separator.

11.9.1.1.5 Publish
Save report to document. The document will be at directory - ".\parogram
files\netfee\Report\".

publish

settings

file name I report_1

type IExceI 'I

< Back I Finish I Cancel |

M Send email: Choose whether or not to save document.
Tvpe: The tvpe of document: Html or Excel
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11.9.1.2 Edit
Edit the report task.

Task — report_1 ll
profile |content I schedulel email I publi=h
profile
name Ireport_l
remark I
¥ Enable
cancel
11.9.1.3 Remove
Remove the report task.
11.9.2 Settings
Can set the property of report task.
Create report
Tazk  geftings |
settings
1eport fitle Inetfee report
CoMmpaty hams Inetstal hietwork techhology inc.
max records IED
oK | Cancel I

Report title: The report title will appear at top of report. You can modify

it.

Company name: The company name will appear at bottom of report.

You can modify it with your company name.

Max records: The max records to create report.
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11.10 AD synchronize B

Run the "Tools/Synchronize AD", to maintain Netfee users and AD

users synchronization.

x
department lezs than AD
E--@ 1l deps: harne | domain |
) CN=Users
mare than A0
name | domain |
™ subdirectory check IEMOYE | ok I
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12. FAQ

Q1: what is the system requirement?
Al:

ISA Sever(2000/2004/2006). WinRoute6.0, WinProxy5.1. CSM_Proxy
* Windows NT 4.0 ( Service Pack 5)
Or Windows 2000 Server (Service Pack 2)
Or Windows 2003 Server
* Microsoft Data Access Components (MDAC) 2.5
* Internet Explorer 5.01

Q2: what is the difference between "Netfee standard” and
"Netfee Plus"?
A2: Netfee Standard does not have user control function and only can do

query.

Q3: what is the advantage of using NetFee?
A3:

1. Manage, control and monitor

2. Charge

3. Do some analysis of every user/department

Q4: Does Netfee need lots of system resourse?
A4: No! Netfee need a little system resource because of using data cache
algorithm.

Q5: Does Netfee support to report output?
AS5: Yes. It can output the report in Excel, HTML formats.

Q6: what control methods does Netfee support?
AG6: 1.traffic limitation (by month)

2. Time limitation (by month)

3. Fee limitation

4. Total traffic limitation

5. Total time limitation

6. Date Expired

Q7: Does Netfee scan data very fast?
A7: Netfee can scan data at the speed of 200M/min (P11, 128MRAM)
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Q8: Can Netfee archive user information?

A8: Yes. Netfee can archive the information by month for you to check

later.

Q9: what is difference between Netfee and Common log file

analyzer?

A9: Main difference

1. Analyse method

Q10:

Al10:

Q11:

All:

Q12:

Al2:

Q13:

Al3:

Common log file analyzer only do some statistics on traffic and
time, but Netfee can do more things, such as who visits which
website, at which time, using how long time, using how many
traffic. Additionally, Netfee can query internet usage of every
user(department).

Control function

This is the main aspect that Netfee differs from common log file
analyzer. Not only does Netfee do some statistics of time and
traffic, but also it can set some strategies to limit the users. When
user runs time out, or use illegal IP, Netfee can terminate his
rights to logon the network.

Charge
Netfee is a kind of software with charging function. It supports
various charging methods including time, traffic etc.

Do we need to do some special configuration if we use SQL
Server as our database?

No! If you select SQL server as database, run “Create” at
“Tools/Settings/Database”.

Can Netfee support different fee rate at different time?
yes, run “Tools/Settings/Discount time” do some special set

How to limit the time and traffic of user or department in one
month?
run “Set user(department)/Quota” do some settings

Should we install MS Excel in our computer if we want to
output the result in Excel format?
No! Because netfee can do it automatically.
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Q14: how to set NetFee to use remote query through Web?
Al4: Steps as follow:

1. Run “Tools/Settings/ web query” choose the directory for web
publishing in “File directory”. If you do not select the default
directory, ”.\parogram files\netfee\web”, you have to copy all files
in default directory to the selected directory.

2. Install 11S, create “virtual directory”, set “Alias” as “netfee” and set
“Directory” to the directory for web publishing. And you must set
the “Access Permissions” of “virtual directory” as “Read”, “Run
script”, “Execute”.

3. Database registration

3.1. Run "Control Pane/ Administrative Tools /ODBC", select “add” in
“system DSN”, select "Microsoft Access Driver" from diver list,
and clisk “finish”.

3.2. Input "Netfee” into “Data Source Name”.

3.3. Click ”Database/Select”, add “WeblInfo.mdb" in selected web

publishing directory
3.4 Click “ok”.

4. query information and change password through Web.

If web server address is 192.168.100.3, you can run IE on your
computer and input “http://192.168.100.3/netfee”. A window with
“Query” and “Change password” buttons appear. Click on "Query”,
then input username and password follow the direction given by the
system. you can get user information Click "Change password”
follow the direction given by the system. Then you can change user
password

Q15. Does NetFee support bound user with IP address?
A15: Yes! Just add the legal IP address into “Set User/IP limit”

Q16: the size of Netfee.ntf would become bigger and bigger with
running of NetFee. How to deal with this situation?

Al1l6: You should archive data in time. After archive data, system will
remove some previous data from database, then the file Netfee.ntf
will become smaller. And the query speed will increase at same
time.

Q17: Does Netfee standard/plus have users(computers) limit?
Al17: NO!
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Qi8:

Can we install Netfee on a remote computer?

Al18: Yes!

1. share log directory in ISA Server, then install Netfee on remote
computer, then add ISA Server and its directory at
“Tools/Settings/Logs”.

2. Install ISA server Management at the computer running
netfee.

3. Run "Tools/Settings/Connect to firewall". specify a computer
name running ISA server with computer_name or IP address.
Then, type the user name, password, and domain for the user
who will remotely manage. Refer to "6.1 Connect to
firewall".

Q19:After Install Netfee, it can only process the current log. how

Al9:

can i process previous logs?
Run "Process data/re-scan log", then select the date you want
process from. Netfee will process previous logs

Q20:How about the Licenses number of Netfee enterprise be

A20:

Q21:

A21:

Q22:

A22:

Q23:

A23:

Q24:
A24:

calculated?
Netfee can administrator base on users or computers. It's Licenses
number is the limit of users or computers.

what's the difference between "Data filter" and "Monitor
filter'?

"Data filter" Can setup the rules to specify what type data can be
analyzed. "Monitor filter" can setup rules to specify what type
recorder can be displayed. To sum up, "Data filter" can affect the
query result, but "Monitor filter" can not!

Can i set not to analyze urls information?
Yes! Run "Tools/Data filter/Urel trace", modify "recorder type"
to "nothing".

Can netfee send warnnning when recorder’s port is equal
80007
Yes! Run "Tools/Warn", set up a rule - "Dest port equal 8000".

Can i find a keyword in query result?
Yes! Run "Edit/Find" or Ctrl + F, then a dialog appear, input the
keyword you will find, press "OK".
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Q25: After Install Netfee, Run "Add Unknown users", But system

tell me "there are not unknown users exist",Why?

A25: Only After freshing data, the system can detect some users existed.
So can find these users and add them to system. To sum up, only
"scan data" and "fresh data" run at least Once, can the "Add
Unknown users" function act on.

Q26:Does Netfee plus/Zenterprise support WinRoute and
winproxy?
A26: No! Only Netfee standard can support WinRoute and winproxy.

Q27: what's the difference between department (group) of netfee
and the group of windows 2000(2003) server?

A27: The department and group of netfee maybe the group of windows
2000(2003) server, or NOT.
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13. License agreement

NeFee 3.6 LICENSE

Please read it carefully, you can use this software if and only if you agree
any clause follow.

1. All copyrights to Netfee are exclusively owned by the author — NetStar

Inc.

2. You may not use, copy, emulate, clone, rent, lease, sell, modify,

decompile, disassemble, otherwise reverse engineer, or transfer the
licensed program, or any subset of the licensed program, except as
provided for in this agreement. Any such unauthorized use shall result
in immediate and automatic termination of this license and may result
in criminal and/or civil prosecution.

Netfee is not free software. Anyone may use this software during a
test period of 30 days. Follow this test period of 30 days or less, if you
wish to continue to use Netfee, you MUST reqister.

Netfee IS DISTRIBUTED "AS IS". NO WARRANTY OF ANY KIND IS
EXPRESSED OR IMPLIED. YOU USE AT YOUR OWN RISK. THE AUTHOR
WILL NOT BE LIABLE FOR DATA LOSS, DAMAGES, LOSS OF PROFITS
OR ANY OTHER KIND OF LOSS WHILE USING OR MISUSING THIS
SOFTWARE.

You may not use, copy, emulate, clone, rent, lease, sell, modify,
decompile, disassemble, otherwise reverse engineer, or transfer the
licensed program, or any subset of the licensed program, except as
provided for in this agreement. Any such unauthorized use shall result
in immediate and automatic termination of this license and may result
in criminal and/or civil prosecution.

One registered copy of Netfee may be used by a single person or
organisation with one server installation. If you want to use Netfee
with multiply servers, then you must purchase additional Netfee
license for each server installation.

Installing and using Netfee signifies acceptance of these terms and
conditions of the license.
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http://www.netfeesoftware.com/

8. If you do not agree with the terms of this license you must remove
Netfee files from your storage devices and cease to use the product.

Netstar NetWork Technology Inc.

Address: 29 XueYuan Lu, HaiDian District, Beijing 100083, China
Phone: 86-10-82331909

Http://www.netfeesoftware.com

Email: sales@netfeesoftware.com
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