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1 Confirm the settings of system

@' Check whether system fulfills the basic requirements. NetFee can not be
installed until all required software and hardware are installed and run
successfully. Otherwise, it can not be installed successfully.

1.1. Install MDAC
For Windows NT 4, MDAC2.5 (sp2) should be installed. It can be
downloaded from: http://www.microsoft.com/data/download_25SP2.htm
@' If run on Window 2000(2003) Server (SP2), it has no need to download
MDAC. (MDAC has been integrated).

1.2. Settings Of Firewall
It is need to do some settings for firewall to fulfill user(computer)
administration.

1.2.1 ISA Server 2000
Run "ISA Server 2000 mangmenet".

5A Management I ] 53]
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B NSTAR-FIREWALL
[=2 . Monitoring Protocol rules determine which pratocols can be used to communicate with the |nternet.
{1 Alerts
{1 Services
{7 Sessions
D Reports mee SCope | Description | Praotocol | Ackion
Computer q?allowicomputers Brray All TP kraffic Allow
=12 Access Policy ﬁgallow_users Array All IP traffic Allavs
~{_1] Site and Content Rules Q@netfee_bluck_:umputers Array netfee block computers All TP kraffic Deny
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{Z7] IP Packet Filkers
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(L1 Bandwidth Rules
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-0 Bandwidth Priorities Create aProtocol Fiule  Create a Protocal Fule
(] Destination Sets for Intermet Access
{1 Client Address Sets
[ Protocal Definitions

(2 Content Groups Delate a Pratocal Fiule Configurs a Protosol
(] Dial-up Entries Rule

- Cache Configuration —
- Manitoring Configuration
[=}- 5 Extensions

[ Application Filters -
al = IR Help up [ Home
= \ [

Choose "Access Policy / Protocol Rule", the two rules of
"netfee_block users" and "netfee_block _computers" are added by netfee.
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Select "netfee_block _computers"”,and run "Configure a Protocol Rule".

netfee_block_computers Properties 2 x|
General I ﬁ.ctionl Protocol I Schedule fpplies To
This rule applies to:
 Anp request
' Client address sets specified below
" Users and groups specified below

Applies to requests coming from:

Client Sets |
@ netfee_block_computers

Bemove

[ s, |

dd... |
[ Fawrs |
[ vt

Dgtails...

E zceptions:
Client Sets I

Fremowve

[etailz,..

wE | BE | mAw |

Click "Add" button, add "netfee_block computers" from "Ddefined sets"
to "Include these sets".

Add Client Sets 2=l
Defined zets: Inglude theze sets:
Client Sets | g | Client Sets |
@ all_computers @ netfes_block_computers
< Hemaove |
MNew
Ok Cancel
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1.2.1.1 Admin by user B
add Protocol Rule in "Access Policy/Protocol Rule". Select "Users and
groups specified below" in "Applies To" and add users into list "Applies to
request coming from".

allow_users Properties :_ ﬂﬂ
Generall Actionl Frotocel | Schedule Applies To

Thig rule applies to;

= Any request

" Client addregs sets specified below

* Uszers and groups specified below

Applies to requests coning fram:

Account |
€7 SOFT'WARE \Domain Users
Exceptiohs:
Account | Add...
Eemove |

wmE | o mH | mAw |

1.2.1.2 Admin by computers B
add Protocol Rule in "Access Policy/Protocol Rule". Select " Client address
set specified below" in "Applies To" and add computers into list " Applies
to request coming from .

allow_computers Properties - 7| x|

Lo

General I J\ctionl Frotocal I Schedule HApplies To
Thig rule applies to:
A request

¢ Client address sets specified below

" Uszers and groups specified below
Applies to requests coming from:

Client Gets [ Add..

all_

COmpuUkers A
Bemove

Details...

Lk gt

E zceptions:
Client Gets [ Add
Hemoyve
[etailz. .
T mis | mAw |
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1.2.1.3 Log settings
Select "Monitoring Configuration/Logs".

£ E ISA Management ;lElEl
| #tw #%w | » | D@ DB © |
ﬁl Companernit | Fields

Internet Security and Acceleration Server L Packet fiters Default
-8 Servers and Arrays {4 158 Server Firewall service all
i = a MSTAR-FIREWALL Q 158 Server Web Proxy Service Default
i 1 A8 Moritaring
_ 7 Computer
* § Access Palicy
1[5 Publishing
] Bandwidth Rules
| * Polcy Elements
|- #2 Cache Configuration
=l g IMonitoring Configur ation
o] Aderts
BT
) Report Jobs
- § Extensions
#1- 150 Metwork Configuration
H - Clent Configuration
#-fgh H.323 Gatekespers

N o |
| |

Select "ISA Server format" or "W3C extended log file format” as Format of
Web Proxy, Firewall and Packet filter.

@ For Netfee for ISA server enterprise, must select "ISA Server format" as
log file format. £ |

ISA Server Web Proxy Service Properties x|

Log  |Fislds|

Lag storage farmat;

IIS.-’-\ Server file format j
LCreate a new file: IDa"P j
I arne: WEBDyypwrmdd. log Optionz... |
" Database
ODBC data source [DSH]: Idb‘l
T able name: ITabIe1
Uze thiz account: I

SebAcoount.. |

V¥ Enable logging far this service

T B | wRw |
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Follow Fields should be included in Log files
® \Web Proxy Service:
Client
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Client IP
Client user name
Client agent
Date
Time
Destination IP
Destination port
Processing time
Bytes sent
Bytes received
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1.2.2 ISA Server 2004
1.2.2.1 Netfee policy

Run "ISA Server Management", select "Firewall policy".

B Nicrosoft Internet Security end Acceleration Server 2004 i =100 x|
DWW BEW EHE |
&= | @@ 2
|3 Microsoft Internet Secwrity [NVEEETS
B g %T;l:lﬁvj? mﬂw&r Firewall Policy
3 Standard Edition
4 Firewall Policy
. Virtnal Private Netwo | /Firewall Polic
% Configuration
# Order = | Hane | Action | Protocols [ From f List... |To | Condition
[#]1 netfee_block_conputers ©eny LA ut... Zanetfee bl... @ External ML Users
[Fz netfes_block users ©Dery LI A Out... S.Tnternal @ External  ®ynetfee_blocl
= [3]s allow @Mlow (AL Out . Tnternal @ Externd ML Authent
ZiLocal Host
[ 7] Last Default rule O Deny LI Tra .. <5 A1 Hetws. .. =% M1 Betw. .. A1 Users
‘ 8 I fiEE
[

@ “netfee_block users” and “netfee_block computers” are rules added by

netfee.

B The two rules must be at the top position of rule list.

Netfee can run at local or at remote computer. When Netfee running at

1.2.2.2 Remote management a

remote computer, need to do some settings to ISA server.

Right-click on “Firewall Policy”, run “Edit System Policy”. Then a dialog

appear as follow:

System Folicy Editor

Configuration Groups

23 Metwork Services

DHCP

DMS

MTP
23 Authentication Services
Active Directary
RADIUS
R5A SecurlD
CRL Download
23 Remote Managernent
Microsaft Manageme
Terminal Server
ICMP (Ping)

Enabling this configuration group enables system policy rules that
allow remote management of IS4 Server from selected computers
using MM, Click the 'From' kab to specify the computers,

General | From |

¥ Enable

23 Firewal Client —
Firewall Client Install
29 Diagnostic Services

ICMP

‘Windows Metworking
Microsoft Error Repo
HTTP Conneckivity w
23 Logging s

Y

For remote management, vou musk assign administrative

privileges,

2=
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Choose “Remote Management/Microsoft Management Console”, put a
tick in the checkbox in this option to enable it.

In the FROM tab you can specify one or more computers for which you
would like to enable Remote Administration from.

System Policy Editor

Configuration Graups

Ii

x|

General From |

23 Mebwork Services =
CHCP This rule applies to traffic from these sources:
DNS
TP _‘-75 R.emote Management Computers

5 Authentication Services
Active Direckory
RADIUS
RSA SecurlD
CRL Download

£ Remate Management

Edit. .

REmaye

I

[ B Microsaoft Managemes
Terminal Server
ICMP (Ping) Exceptions:
3 Firewall Client — Add...
Firewall Client: Install =
3 Diagnostic Services Edit...
ICMP
Windows MNetworking Femoye

Microsaft Errar Repo

HTTP Connectivity w
{23 Logging =

|

In the "Configuration/General" node choose "Administration Delegation".
From there you can add or edit your firewall administrators.

ISA Server Administration Delegation Wizard il

Delegate Control

Specify the n=zersz and groupsz to which wou want to assign
administrative roles.

Users and groups:

Marme | Role
NSTAR Ry 154 Server Full Adminiskrator
MSTAR administrator 154 Server Full Adminiskrator
BUILTIM|Administrators 154 Server Full Adminiskrator
Add... | Edit... | Hemaove |

t—Fe|rrw|  bE |

NetFee Document 8
©1998-2005 Netstar NetWork Technology Inc



1.2.2.3 Logs
Click on "Monitoring", Select "Configure Firewall Logging".

"Hii Microsoft Internet Security and Acceleration Server 2004 Beta 2
| aen v || & EAIEN
Tres | E

&

Microsoft*

Internet Secu Eori
:_' Microsoft Internst Security ar Acceleration Sentezom Monitoring NSTAR-FIREWALL
1= NSTAR-FIREWALL Standard Edition

£ Manitaring

- Frewall Policy Dashboard ) Alerts Y Sessions Y Services ) Reparts ) Connectivity Y Logging (Taskes \(Fen \

25 virtual Frivate Networ | Fiter By Tt | Value ]
3% Configuration

Log Record Type  Equals Firewall or ‘Wb Pr. )
Logging Tasks

Log Time Live
4] Edit Fileer Prapertiss

b Start Query

4 Conhqure Frewal ooaing
Tor start a new query, dlick Start Query,

Tor define a filter and start a new query, dick Edit Filker, [ Configure Web Praxy Logging
[%f Configure SMTP Message
Screener Logging

[ [ save Fiter Properties

[ Load Filter Properties

Related Tasks

23 Copy Selected Results ta
Clipboard

22 Copy All Results ta Clipboard

then appears a dialog. Select "ISA Server file format" or "W3C extended
log file format" as the format of log files of Firewall.

@ For Netfee for ISA server enterprise, must select "ISA Server format™ as
log file format.

Loz |Fielas|

Select log storage Format:

" M3DE database Options, . |

Mame Format: 15ALOG_yyyymmdd_FWS_nnn,mdf
Opkions. .. |
Mame Format: I5ALOG_yyyymmdd_FWS_nnn.iis
IFaml IISA Server File format =]
" 301 database
CDBC data source Idbl
name {DSh:
Table name: |Tablel

Use this account:

I Sek Accounk, .. |

[+ Enable logging For this service

Far remate logging to a file or SQL Database, in the System Policy Editor,
enable the appropriate Remote Logging configuration groups.

T mis | mEw |

Set Web Proxy logging format as above.
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Follow Fields should be included in Log files

® \Web Proxy Service:
Client IP
Client user name
Date
Time
Destination name
Destination port
Processing time
Bytes sent
Bytes received
Protocol name
Object name

® Firewall service:
Date
Time
Source
Destination
Resulut code
Bytes sent
Bytes received
Connection time
Client user name
Client agent
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1.2.3 WinRoute 6.0
At "Admistration console"”, select "Configuration/Traffic policy".

¥ Lecalbost — Administratien Censele for Eeris WizBeute Firewall 3 =lojl x|
File Help
i Eerio TinRoute Firewall |
iD Traffic Policy
[Beae [somres | Destazation Service Action|Log [Tranalatio
|E TP traffic ;:le‘; Firessll |-§ Aoy %, Ping v
-C/Crateat Filtering B mar 2 bial-Tn % Internet | hoy v £ [EAT Defex
- WDefinitisms (2 Local
— 4 Dial Do Beaend B Lecal Tragsic ol=na= = i1 e v |2
— feResting Table (T} Fireeall () Firsvall
(A Legs & Merts 2% Local % Local
o hivanced Optices 5 VEH clients 5 VPE clients
FEVeers ad Groms B Firevall Traffic ;:le Firesall [ Toternet % hoy 3
a
Survics Keria WE | Tnternat @) Firents %, Kurio w8 | =]
- a hd
= B Tdear ;;|;_:; Internet ) Farewall %, Tdeat J
i Statistics DeFarlt rule ;:|z, oy @ dox @ hox ®
L VS Clieats
L 8y Klert Messagas
- Legs
L) alere
L) ceafi
3 coanestion
s
_ Qi 71 | |
@ e
L= fileer 2ad Beacwe Bizerd _
— b
W serwity —
S sy || Besst
L& werning &l
T3 Keris Tinkouta Firessll / Configmration { Traffic Palicy | ) Localbazt 44333 | f) Admin | (5 Bendr v

Edit each rules,run "Log matching connections" to produce logs.

] M iLoz matching packets!

£| [¥ Log matching connections

0K Cancel

At "Admistration console",Select "Configuration / Logs& Alerts / Logs
settings".

=loix]

o Logs & Alerts

T e
- Centent Filtering L [Fite mme [astetica [srtee |
-l efini tians %) edert o alert
| @iat 0n Denunt Bonfis  fomfig
¢ 3 comnctive of commnciionwwery Bag, 105 BLSG]
- femeasig Tete
Wi W
AT Sas  vas
L 4 hEvanced Opticas @ rer e
il
VBt avery duy, 100 Eileis)
o ity
—
p
Edit.
=]
T, Ewrio VisBaute Firerill | Configmation J Logs & Alerts | 3] Lecalbast-46333 | [L Min | 5 Beady P
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Edit "Connection" settings. Select "Enable logging to file", and fill "File
name" with "connection". Set "Rotation/Rotate regularly"” to "Every day".

File Logging

External Logzing I

— General

¥ Enable logging to file!

File name: |commection

— Rotation

[¥ Rotate regularly
(" Ewvery hour

¢ Every day

" Ewery week

(" Every month

[~ Rotate when file exceeds size

-

Max. log file =zize: |1 =] IE.

Keep at most IIUD 3: log filel(s).

OE I Cancel |

Edit "Http" settings. Select "Enable logging to file”, and fill "File name"
with "http". Set "Rotation/Rotate regularly” to "Every day".

File Logging

External Logzing |

— General

FEEnable logging to file!

File name: Ihttp

—Rotation

[+ Ratate regularly

" Ewery hour

(¥ Every day

" Every week

(" Ewery month

[~ Rotate when file exceeds size

Max, log Eile size: |1 3 EE.

Keep at most IIDD 3: log filels).

0K I Cancel
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1.2.4 WinProxy 5.1
Run "File / Settings / Logging"”, select "Enable detailed loging™.

TinFProexy Settings il

Site Restrictions I Anti-¥irns I Email Filtering I Antispam I
General I Frotocols I U=zers= I Cache Logging

Thiz tab allews you to configure the logging features in WinFroxy., There are
two types of logs, the actiwity log and the detailed log

The actiwity log provides human readable logging information which can be
dizplayed on any workstation. This log iz designed to be directly legible by
people and can be wiewed on any computer on the internal network

The detailed loz provides a computer readable loz file for each day. This log

iz designed to be read by computer software designed to analyze these logs.
Each conmection to WinFroxy i= logzed to this file including details on the

[~ Enable actiwity logeing. Iuse Froxy

Logging Port: IBUUU Typically
Logzing IF |12'i'. 001

[v Enable detailed lage
{+ Ta Fil " Remate [Conmlog) Adyvanced Fomatting |

Loz file ID:\Prog:ram FileshOsitis Softwars'\YinProxy Browse |
Delete old log= ID Days. (Enter O to mever delate

HOTE: If detailed logging to file is enabled, WinProxy will not permit
connections 1f 1t is unable to open or write to the logzing file. It is a
good idea to use a local driwe with plenty of awailable disk =pace.

fifiE HEiH Tz A () FEEh
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2 Installation

2.1 Install 1SA server Management B
Netfee can run at local or at remote computer. When Netfee running at
remote computer, need to install ISA server Management at the
computer running netfee.
Firstly you shuold configured firewall for remote administration. Then
can install the tools onto the computer to netfee. To do this we use the
ISA Server CD. Just run the setup the usual way on the local computer,
however, when you get to the menu options you should choose "Custom
Setup”. In the Custom Setup you should choose only the ISA Server
Management and hit "Next". The necessary files will be installed and
you will be on your way to remote admin.

2.2 Install Netfee
Run Netfee.exe in install disk

First License agreement appears, if you accept the clauses listed in it,
click "Yes", otherwise, click "No", exit.

NetFee License x|

% Read the Licenze carefully.

MeFee 3.4 LICEMSE -

Please read it carefully, you can uze this zoftware if and only if you agree any
clauze following.,

1. All copyrightz to Metfee are excluzively mwned by the author - HetStar Inc.

3. Wou may not uze, copy, emulate, clone, rent, lease. sell, modify, decompile,
dizassemble, othemwise reverse engineer, or transfer the licensed program, or any
subzet of the licensed program, except as provided for in this agreement. Any such
unauthonzed uze zhall result in immediate and autornatic termination of this icense
and may rezult in criminal andfor civil progecution,

4. Metfee is not free software. Anyone may use this software during a test period of ;I

Do you accept all terms of the License?
IF accept,click res button.if you click Mo, the inztallation will end.

¢ Back res Mo |

Then select the install location of NetFee, click “next”
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Select the install location ll

Select the install location
It agree ta install at the path, click Mext.
If select another path, click Browse.

or click Cancel, exit.

D:\Program Files\MetFee Browse... |

" Destination Folder

Cancel |

< Back

Then, display progress bar of installation:

System would check the location firewall logs automatically. Confirm the
correction of log files; click "next", Installation continues.

Choose Destination Location x|

Flease confirm the log file's dirctory.

ID:\F‘rogram FilesMicrosoft 154 ServersS4Logs

Browse... |

< Back I Mext » I Canicel |

If it is not installed for the first time, system will ask you "whether
delete previous user information”

e Select "NO", restore all former user information.
e Select "YES", delete all former user information.

In that case, after finish installation and Start NetFee, run
"File/Restore user information" to restore user information backup

previously.
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@ If install new version, need to delete previous information of
users. should select "Yes".

Then, system registry window appears. If you want use the DEMO
edition of NetFee, Click "DEMO"

ﬂ

—HRegizter information

Uzser name Il ty

Company Instar

Serial |

Demo | Regizter |

If you are a legal user, click "register"”, "System register" window
appears. Input your register information.

For DEMO edition, period of validity is 30 days (from installation).

After installation finished, you can select run immediately. You also can

run "Start/programs/NetFee/NetFee" for the first use.
After later computer starting, NetFee run automatically. And an icon
shows in right corner inferior department of screen.

Open

Start Daka-Scan
Stop Data-Scan

Tools

Exit

T N9%®
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3 Initial running the system

3.1 Connect database

When run netfee, system will connect database automatically. The

default database is data file - netfee.ntf (at ../programe files/netfee).

If you want to select "SQL server" as database, you should create

database firstly.

Run "Tools/Settings/Databse", fill in the address of SQL server, user

name and password, then click "Create".

k|
conhect ko firewall I admit mode I fee calculate | discaunt time | default quata
weh query | schedule I advanced | report I logs | domain  database | data process
(=] . -
D"'"EI ' datafiles |E:\Program Filez\MetFeeinetfee ntf
 SOL server

— authentication

SEMWET 19216810012

= windows integrated authentication

& SO server authentication

LIZEr REE I

pazsword |

COmREEh Create

o]

Cancel |

@The user to create database must have “Create database”

priority to the SQL server.

After database be created, you can specify another user to connect

database. The user doesn’t have to own the “Create database” priority.
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3.2 Select admin mode H
You can select the mode to admin users and computers. Refer to "6.2
Admin mode".

|
weh query | schedule | advanced | report I logs | domain | database | data process
connect ta firewall admin mode fee calculate | discount time | default quata
V' uzerdepartment]
—mode

V' bytesdtime quota

I fee

I computer|graup)

= made

™ bytesdtime quata

I~ fee

*when "admin mode' chanhged, must run “re-calculate’ afterwards.

ak I Cancel

3.3 Add department (group) and user(computer)
"Add user”, refers to "7.1.1 Add user".
"Add department”, refers to "7.2.1 Add department".
"Add computer”, refers to "8.1.1 Add computer".
"Add group", refers to "8.2.1 Add group".

NetFee Document
©1998-2005 Netstar NetWork Technology Inc

18



3.4 Connect to firewall B
Netfee can run at local or at remote computer. When Netfee running at

remote computer, need to connect to remote ISA server.
Run "Tools/Settings/Connect to firewall".

|
weh query | schedule I advanced | report I logs | domain | database | data process
connect to firewall | admin mode I fee calculate | discount time | default quata
%  connect b firewall
computer Instar-firewall
{+ Connect using the credentials of the logged-on user
= Connect using ather user credentials
LISET name |
pagsword |
domain I
ak | Cancel |

Specify name of computer running ISA server with computer_name or IP
address. Then specify the name of a user, who will remotely manage the
ISA Server computer. Then, type the user name, password, and domain
for the user who will remotely manage. Refer to "6.1 Connect to

firewall”.

@ If netfee can’t connect ISA server correctly, then the icon & will be
shown at low-right corner of screen.
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3.5 Log

Run "Tools/Settings/Logs".

x|

connect to firewall I admin mode I fee calculate | dizcount Hime | default quota
wieb query | zchedule I advanced | report logs | domain | databaze | data process

El —logs

server type | MS5_ISAZ2004 j

({1 N = (152 Server file format

log directary IC:'\F‘rogram FilesMicrosoft ISA ServerslSALogs' . I

*when ‘server type' changed hetfes should be restarted.

ak I Cancel |

Select firewall type. Now netfee can support ISA server 2000/2004,
CSM_Proxy. WinProxy5.1. WinRoute6.0

Select the location of log file. If system log file is not in the Local
computer, you can find the directory through “network Places”. Or The
path can be specified in the UNC format. for example,
“\\ISAserver\ISALogs\”.

Then Select "ISA Server file format" or "W3C extended log file
format" as the format of log files of Firewall.

@ For Netfee for ISA server enterprise, must select "ISA Server
format" as log file format. H
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3.6 Schedule
Run "Tools/Settings/Schedule", confirm "Auto scan data" is

selected.
k|
conhect ko firewall | admit mode I fee calculate | dizcaunt time | default quata
web query  schedule | advanced | report I logs | domain | database | data process

I% IV auta fresh data

fresh time

& at fixed time |D2:DD
© time interval ID rrinLtEs

pry

W auto zcan logs 120 zeconds

v auto backup I'I 80 mirates

check user's status 180 zeconds

ak I Cancel

3.7 Scan log
Run "Data Process/start Data-scan" to scan log. you can see users
information at "real-time pane".

skark Lime | name | source addr | dest addr | protocol | park | application | Lime usecﬂ

06-05-13 17:57:41 administrator 192,168,100.1 v, netfeesoftware, com http 2082 - 00:00;
06-05-13 17:57:33 administrator 192,168,100.1 v, google, com http 30 - 00:00;
06-05-13 17:56:51 administrator 192,168,100.4 2158,30,103,168 pop3 110 msimn, exe 00:01:
06-05-13 17:56:08 administrator 192,168,100.1 blog. platinum, net.cn http 30 - 00:00;
06-05-13 17:54: 16 administrator 192,168,100.1 wiwy, google-analytics.com | http 30 - 00:03;
06-05-13 17:54:14 administrator 192,168,100,1 vy, Fairyfair.com http g0 - 00:01:
06-05-13 17:54:13 administrator 192,168,100.1 bbs. chinaunix. net http 30 - 00:02;
06-05-13 17:54:12 administrator 192,168,100.1 v, chinauniz: . net http =) - 0o:01: ¥
% traffic >. i face Ablock nequests)\file tmnsfer}. waming >. =canning files >. autput £

At the same time, you can see log files being scanned.

file name | size M | progress rate |
[:\Program Files\Microsoft 1SA ServeriISALogsiISALOG_2... 4,93 Complete
[:\Program Files\Microsoft 1SA ServeriISALogsiISALOG_2...,

Complete

I\ traffic }. url tmce/\block nequests}\file tmnsfer}. waming }. scannhg ks A output #

3.8 Fresh data
Run "Data Process / Fresh data" (or Ctrl + F5). System process data
and write into database.

3.9 Query
Select the user/computer you want to query, click "Query", then you can
query.
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